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Cryptography

 Refers to method of achieving secure Iinformation and
communication technique based on mathematical model

 Provides a mechanism to keep the information private

 Achieves privacy by converting plain text into an incomprehensible
form known as ciphertext

« Conversion of data/text requires unigue set of numbers known as

key —M
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Cryptography

 Conversion of plain text to cipher text is known as Encryption
« Conversion of cipher text to plain text is known as Decryption

e Keys used for Encryption/Decryption can be Symmetric or
Asymmetric

Plain Text Encryption Cipher Text Decryption Plain Text
Readable Non-
readable | S
- TN
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Objectives fulfilled by Cryptography

 Confidentiality — Data Is transmitted/stored in a manner that can be
understood by intended party only

e Integrity — Any change in data can be understood

* Non-repudiation — Creator of the data cannot deny later of not
performing the transaction

e Authentication — Sender/Receiver of data can recognize each other
INn @ unique manner




Symmetric Key

« Same key Is used for encryption and
decryption
e Some common techniques —

Data Encryption Standard (DES) — Block
cipher based, 56 to 128 bit key
TripleDES — Applies DES algorithm three
times to each block, 56 to 168 bit key
Advanced Encryption Standard (AES) -
128 bit block cipher, 128 to 256 bit key
Blowfish

—
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Symmetric Key

- Plaintext Ciphertext | Plaintext b
E-a - > |

Sender Enerypt Decrypt Recipiel

i\

Sama key is used to encrypt
and decrypt message

d

{

N\

Shared Secrat Key

Achieves Confidentiality of
data
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Symmetric Key

« Advantage: Faster Symmetric Key
e Challenge E
 Key Distribution C ot ] Pleimen g
 Key Management — Avoid overuse & A T
« Symmetric key algorithms are generally ™oy wsed ooy
used for bulk encryption such as files, KU
database A
« Use Case: Authentication Factor is
encrypted using AES 256 Key for /gggeves Confidentiality of
Aadhaar Authentication




Diffie — Hellman Key Exchange Algorithm

Vhitefield Diffie and Martin Hellman in
976

ey distribution algorithm — only for key
xchange and not for encryption/decryption

specially for Symmetric Key

rime numbers are chosen as calculations
ecomes complex




Diffie-Hellman Algorithm

» A large prime number is
Identified as q and its prime root
modulo a.

» Alice selects a random number X
only known to her and Bob
Selects Random number Y
known only to him.

» They calculate (a"™bermod q)
and send it to one another.

» The Key is calculated using
(ReceivedNumber) chosenRandomNumber maod q

Alice

X=3

A=a*modq

i
i
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Bob

Y=6

B=a"mod q

A=7*mod11=2

B=7°mod 11 =4

N

K1=B*mod q

K2 =A" mod q

Kl1=4mod11=9| |K2=2°mod11=¢

K1 =K2




Asymmetric Key

 Based on key pair based

encryption/decryption @
« Known as Public-Private key pair . E
 Keys are mathematically related e e "%
e Some algorithms — RSA (1024 bit, 2048 Dflerent ks are usad o
oit...), ECC (256 bit, 384 bit, 521 bit ....) _
* Private key is used in Digital Signature e e
* Public key is used for Decryption - -
Provides
- Confidentiality of data
- Authenticity

- Non-repudiation




Asymmetric Key Pair

Private Key

3082
0d59
94ed
4c08
ebb7
2c72
5b10
78

010a
bd3e
6356
299d
a991
38b0
f82e
41bc

0282
clce
70
4055
942c
ee93
6135
bd71

Public Key

3082
bf3e
6356
4055
ed78
7b77
dO02a
O4de

0l1le4
clce
70
eb3c
4824
3ceb
63d1
45de

267
4367
6ca3
7d83
1a25
7103
6559
af46

0101
4367
6ca3
eb3c
e478
a9d3
c629
28F4

0142
012a
allo
deb5
193a
a938
b4f8
2240

00b1
018a
allo
7d83
4824
b77
4c2a
bb90

0f61
11a8
d278
fOf7
eb95
4al16
cdf9
8410

)

d311 e079 5543 0708 4ccb 0542 00e2 0d83 463d e493 bab6 06d3
21a8 efbcccd0 a2cc b055 9653 8466 0500 dad44 4980 d854 0Oaa5 2586
d278 beb8 2a44 5e2f cfccl85e 47bc 3abl 463d 1lef0 b92c 345F 8c7c
deb5 TOf7 8a83 Oeal 4cb4 3aa5 b35F 5a22 97ec 199b cl105 68fd
la25 193a eb95 9c39 0Oa8a cf42 b2f0 1cd5 5fFfb 6bed 6856 7b39
3ceb 7103 a938 4al6 6¢89 2aca da33 1379 c255 8ced 9cbb f2cb
dO02a 63d1 6559 b4f8 cdf9 400 84b6 5742 859d 32a8 f92a 54fb
bcff9634 04e3 459e al46 2840 8102 0301 0001

dd12 e089
efbc ccdO
be68 2a44
8a83 Oeal
9¢c39 0Oa8a
6c89 2aca
400 84b6
02f1 0001

sl

5547
azcc
5e2f
4cb4
cf42
da33
5742
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Of08 4ccb 0542 00e2 0d83 463d €493 bab6 0673 0d59
b055 9653 8466 0500 da44 4980 d8b4 Oaab5 2586 94ed
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3aa5 b35F 5a22 97ec 199b c105 68fd e6b7 a991 942c
b250 1cd5 5ffb 6bed 6856 7b39 2c72 38b0 ee93 a9d3 .ﬁ/——ﬁ/r_
1379 c255 8ced 9cbb f2cb 5b10 f82e 6135 c629 4c2a Y
859d 32a8 f92a 54fb 78 41bc bd71 28f4 bb90 bcff%@@é ;




Asymmetric Key - Properties

 Strength lies in computational infeasibility in
deducing Private key from Public key

 Security lies in protecting Private key

 Uses include Public key encryption and Digital
Signatures

o Computational complexity limits usage for
short messages

 Also used in hand shaking for secure exchange
of symmetric keys in SSL/TLS

e Example: Use of RSA 2048 Key for signing
Digital Certificate

—
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Asymmetric Key (Public Key)

e Plaintext ’ Ciphertext | Plaintext
@ -l g

Sender Encryp Decrypt Reciplent

: :

Different keys are used to
encrypt and decryp! message

{ (

Recipient’s Recipient’s
Public Private
Key Key

Provides
- Confidentiality of data
- Authenticity

- Non-repudiation




Hashing Algorithm

Creates a unique thumbprint of a message

Output is a fixed size string e.g. SHA 256 algorithm outputs 256 bit string
Any change in input, changes the output in a non-deterministic manner
One way Process

Provides integrity to data

Hi Jal, Hi Jal,
| will be in the park at | will be in the park at
3 pm 3 pm.
Veeru Veeru

35EA1EC376E61DB2680D0312FC26D3773F384E43 86D19C25294FBOD3E4CF8A026823439064598009

R—




Hashing Algorithm %

» Use cases : password, hash tables, finding duplicate records, data verification,
Blockchain etc.

 Uses in cryptography - Digital Signatures
e Properties
* Pre-image resistance :
* Infeasible to generate a message from its hash
 Given a hash, difficult to find another message with same hash
* Collision resistance : No two different messages with same hash

e Common Algorithms:

« MD5 (128 bit o/p, now broken), SHA-1 (160 bit o/p), SHA-2 (family of
functions), SHA-256 (belong to SHA-2 family, 256 bit o/p)




https://blockchaindemo.io



https://blockchaindemo.iohttps://blockchaindemo.io

xample: HTTPS Usage (Based on Symmetric and Asymmetric Key) 5.

X +
& @ https//www.google.co.in

W Bookmarks & Stack Owverflow

ﬂ'ﬁ G5T FAQs on Regist... O dss/dss-cades/src/... & MPIl - C++ Examples n HOWTO MIX! o

ite

Jetails  Certification Path

>

Certificate Information

ertificate is intended for the following purpose(s):

All application palicies

ssued to:  *.google.com

ssued by: Bitdefender Personal CaA.Met-Defender

falid from 5/22/2019 to 8/14/2019

Iszuer Statement

Google

Google Search I'm Feeling Lucky

Google offered in: &= a1sam Sewrt WE s Awudl =82 0

Provides data integrit
privacy and authenticatio
between communicatio
applications

HTTPS sends data fror
browser to web server |
encrypted format

SSL certificate plays a
Important role in establishin
trust between browser an
server
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Example: HTTPS Usage

e On clicking https://www.google.in, we
browser requests data from web server

Web Server  Web server responds with SSL certificat
detalils containing Public Key (K1)

 Web browser verifies Digital Signature o

. SSL certificate
Initial data
Web exchange using « Web Browser and Web Server wor
o Public Key confidentially to create a shared symmetri
key — using K1

Symmetric key

exchange « Web Browser and Web Server then use th

shared symmetric key to exchang
Data exchange communications securely -

using symmetric key  Data exchange starts



https://www.google.in,
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Demonstration

« Hash Calculation
e https://www.tools4noobs.com/online tools/hash/
o Symmetric Key Generation
e https://asecuritysite.com/encryption/keygen
e Encryption and Decrytion using Symmetric Key
e http://aes.online-domain-tools.com/
o Asymetric Key Generation
 https://csfieldguide.org.nz/en/interactives/rsa-key-generator/



https://www.tools4noobs.com/online_tools/hash/
https://asecuritysite.com/encryption/keygen
http://aes.online-domain-tools.com/
https://csfieldguide.org.nz/en/interactives/rsa

Digital Signatures




Digital Signatures

Synonymous with Handwritten Signatures

Based on Asymmetric Key based cryptography

Is a number (thumbprint) based on

« Content being signed

 Private key of the signer

Mathematical technique for validating
 Authenticity and Integrity

Legal validity as per IT Act 2000

00000000230000000d000000726573705F6964656e7469667900000000C

61706595f656eb666f230000000000000000000000000000000000000000C

000000002300000009000000726573705F656e666T0000000000000000C

6170695F73746174732300000000000000000000000000000000000000C

000000002300000002000000726573705F737461747300000000000000C

61706595f61757468656e746966792378616a5055759506d000000000000C

00000000230000000f000000726573705FT61757468656e746966790000C

6170695T656e637279707423626c434379756678000000000000000000C

000000002300000008000000202201013b3b2432000000000000000000C

6170695F646563727970742372494d586c79414a000000000000000000C

00000000238b040808000000300b0f122e3b0d0BOO0000O000000000000C

6170655f627596523000000000000000000000000000000000000000000C

000000002300000008000000726573705F627965000000000000000000C

6170695T65964656e7469667923427a77754a7151430000000000000000C

00000000234300000d000000726573705F6964656e7469667900000000C




Creating Digital Signature

e Signer has a key pair
 Private key — known only to the signer
* Public key — known to everyone

« Hashing algorithm is used to create Message Digest
 Private key is used to Digitally Sign the document
 Public key Is used for verification of the signature

Message

Private Digital

Hash Dl Key Signature

(H1)




Digital Signature Creation Process

o

\‘»J —_—

Sender Message

jd5h er7t

wed lopw
05 swe3

Message Digest
Encryption with

Private key

7lev mkol R
'o.

Message

Digital Sign;ture

.

Receiver

=



Digital Signature Verification

* Verifier receives Signed Message and Public Key

 Public key Is used for signature verification

* On successful verification, signed message digest can be obtained
e Match the hash value obtained with the hash used for signing

Hash

Signature kS

Bl

Signed  Yile][le P value
Verificatl  VEUEES
Message MGV - signed (V\rlri]t?ltcl-rlll)
s
e
N
X/




Digital Signature Verification Process
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Message Digest Message Digest




Demonstration B'
e Signature Generation using RSA key

e https://8gwifi.org/RSAFunctionality?rsasignverifyfunctions=rsasignverifyfun
ctions&keysize=2048

e Signature Verification using RSA key

e https://8gwifi.org/RSAFunctionality?rsasignverifyfunctions=rsasignverifyfun
ctions&keysize=2048



https://8gwifi.org/RSAFunctionality?rsasignverifyfunctions=rsasignverifyfun
https://8gwifi.org/RSAFunctionality?rsasignverifyfunctions=rsasignverifyfun

Digital Signature Certificate
(DSC)




Digital Signature Certificate (DSC) at

e DSC are required to
 Establish ownership of the public key
 Certify and provide a strong mechanism for non-repudiation

e DSC is an electronic document and contains
 Information about the owner’s identity
 Information about the key
 Digital Signature of an entity that has verified the certificate’s content

ABC Info:
Name: ABC
|

Department: Depl —
|
|

Certificate Info: SIGN o

Serial No.: AA BB CC “

Exp Date: DD MM YY

ABC’s Public Key

Digital Certificate



Digital Signature Certificate Format — X.509 -

e X.509 s ITU-T standard for PKI

e X.509 v3 version

Cptional *li

Certificate

Yersion

Certificate Serial Number

Certificate
algorithrn Identifier for
Certificate Issuer’s Signature

BN

google.cer

Sample Certificate File

Iszuer

Yalidity Period

Subject

Subject Algorithrn Identifier

Public-k .
Ill'ilfnrl'ﬁ-ﬂaii?:run Public-Key Walue

Issuer Unigque Identifier

Subject Unigue Identifier

Extensions

Certification Authority’s
Digital Signature

Extension Fields
(optional)

MM



X.509

Applications

Authentication & encrypted web browsing using SSL/TLS and HTTPS.
Signed and Encrypted emails via S/MIME protocol

Code Signing

Document Signing

Client Authentication

Government Issued Electronic ID




Sample Digital Certificate

n  Certificate X§ Summary Details  Revocation Trust Policies  Legal Motice
Details ificati

General Certification Path i Cartificate dat

e iE'
Show: | =all= el ) Mame Yalue i
Escdd i ﬁ F" CRL distribution ... <.5EEdEtEI|F.»} -

- =i Keyusage Sign CRL, Sign Certificate (CA)

EISignah.lrE algorithm shaZ5aRSA Anithorte b i St

= signature hash algarithm sha256 e i nt:"' L B R0 s

=] ssuer US, Bitdefender, IDS, Bitdefen... CEiliiente phlicies B =see detglls

[ |valid from Wednesday, May 22, 2018 2:... ; Subject key identi.. <see details>

D'u'alidto Wednesday, August 14, 2019 ... =! Basic constraints <see details»

BSubjer.t www . google, com, Google LLC, ... g Public key RSA (2048 bits) "
= public key RSA (2043 Bits) fis s s e

[Eleiiblic kew narameters n& fn dt -

Policy OID: 2.16.356.100.2

30 82 01 0= 02 82 01 01 00 b7 1b =0 66 54 &
69 1c 74 aa 94 58 57 50 5f 44 09 05 af ff
fe be 92 o4 69 91 80 S5b 08 Te 22 14 02 9%

70 ba =8 abt BS b 3d 0b bd 14 45 45 1d 76 L
dd f4 69 ef ab 39 ac 97 af ac 01 de 5L 1f B

23 b2 3p 4f 8a da ¥ 24 78 4a b9 10 40 E1
dd 27 12 84 de 15 82 30 df 08 b3 k4 26 42 la

£f3 78 8d 1d 38 b7 68 d9 Zc 8c 16 d4 ea 17

8e ff Za 7c af 1= 93 91 eb ce 5a 93 ce b ¥

[4 N o b -
Google.com certificate Sample of ‘Class of certificate D

as per India PKI



Public Key Infrastructure
(PKI)




Bl

Public Key Infrastructure (PKI)

 Provides public-key encryption and digital signature services
« Manages key and certificates

 Key elements include
e Root CA,
e Registration Authority,
e Sub CAs,
 Certificate Status

e Provides the trust in the certificate chain
 Controller of Certifying Authority (CCA) Is
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Trust Model in India




Certifying Authority (CA) ad

o Certifying authority is an entity which issues Digital Certificate
e Itis a Trusted third party

» CA’s are the important part of Public Key Infrastructure (PKI)
Responsibilities of CA

* Verify the credentials of the person requesting for the certificate
(RA’s responsibility)

* |ssue certificates
* Revoke certificate
» Generate and upload Certificate Revocation List (CRL)




=
T

Certificate Issuance Process

Complete
Applicatio _ Deliver
n (J)C ertificate
Lienerate Application
OO Ky 3
Application
(1 Send tn C Generate
R e C extificate
SﬂlﬂCﬂﬁﬁ[‘::N Certificate -
to Applicant lesiex
* Application - Certificate Distribution

e Subject Authentication

e Certificate Generation e Certificate Revocation
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Certificate Extensions Ui

File Formats with Extensions Description

CER Contains only Public Key

CRT Contains only Public Key

DER Contains only Public Key

P12 Contains Public and Private Key

PEX Contains Public and Private Key

PEM, .KEY, .JKS Contains Public and Private Key

.CSR Certificate Signing Request =
.CRL Certificate Revocation List ““.__,_;/"\'__7_‘7(




o 3
Certificate Classes .
o Certificate classes define level of assurance for a Digital Certificate
3 Classes of Certificates

e Class1 Certificate: Individuals/Private subscribers- E-mail usage.

e Class2 Certificate: Both business personnel and private
individuals use.

e Class3 Certificate: issued to individuals as well as organizations,
high assurance. Certificates, primarily intended for e-commerce
applications, issued to individuals only on their personal,
physical appearance before the Certifying Authorities.




Types of Certificates =g

* Types define the purpose for which a Digital Certificate Is issued
« Signing Certificate (DSC)

* Issued to a person for signing of electronic documents
 Encryption Certificate

e Issued to a person for the purpose of Encryption

 SSL Certificate
e |ssued to a Internet domain name (Web Servers, Email Servers etc...)




Certificate Revocation Check

o Certificate revocation is defined for non-expired certificates

e Can be checked in two ways
 Certificate Revocation List (CRL)
 Online Certificate Status Protocol (OCSP)

e CRL

* |salist containing serial numbers of the certificates that have been
revoked signed by CA’s private key

e URL is part of Certificate
 |supdated based on CA’s policy

e OCSP

e |san online method to check certificate status
e OCSP URL is part of Certificate




Obtaining CRL

a | Certificate
General Details Certification Path

Certification path

(5] CCA India 2014
23] e-Mudhra CA 2014
~{2y] e-Mudhra Sub CA for Class 3 Individual 2014
--[=;] PANDEY ANOOP KUMAR

View Certificate

Certificate status:

is certificate is OK.

a | Certificate

General Detais Certification Path

Show: ‘ <All>
Field Value "
| |public key parameters 0500
(& |subject Key Identifier 4b 314e €100 a4a9 79
Certificate Policies [1]Certificate Policy:Policy Ide...
(&5 | Authority Key Identifier KeyID=49 6c 7a 9d 61ab f3 77
l(ey Usage Certificate Signing, Offine CR...
(51 | Authority Information Access  [1]Authority Info Access: Acc...
%] CRL Distribution Points [1]CRL Distribution Point: Distr...
[E=lRacic Conctraints Qihiert Tune="4 Dath | annt v
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL =http:/fwww.e-
mudhra,com/repository fcrlsfeMudhraCA20 14.arl
E‘itprmﬁes“| l ‘ Cm?tﬂ*.n o, /—
) .—// ; _‘M "(’5,,
oK A




Sample CRL

Certificate Revocation List

General Revocation List

F Certificate Revocation List Information
x

L}

Field Value
V2

= | Effective date 28 October 2015 17:58:39

[ |Next update 12 December 2015 17:58:39

|- |signature algorithm  sha256RSA

B&gum hash alg... sha256

@ CRL Number 13

{53 | Authority Key Iden... KeyID=49 6¢ 7a 9d 61 ab f3 77

e-Mudhra CA 2014, 3rd Floor,5ai ...

Value:

CN = e‘Mudhra CA 2014

2.5.4.51 = 3rd Floor,Sai Arcade
STREET = Bangalore

S =Karnataka

PostalCode = 560103

OU = Certifying Authority

O = eMudhra Consumer Services Ltd.
C=IN

Certificate Revocation List
General Revocation List

Revoked certificates:

Serial number

Revocation date

0f 8505 26 August 2014 17:28:06

Revocation entry
Field Value
Serial number 0f 8505
Revocation date 26 August 2014 17:28:06
CRL Reason Code Affiliation Changed (3)
Value:




Use case - Digital Signature in PDF document

e Digital Signatures are commonly seen on PDF files

» Signature content is embedded into the document
» Common format of signature — PKCS7 Sample Signed PDF File

* On opening document, Acrobat Reader performs signature check
« Signature is valid = Message digest has not been changed
e Signature was performed during the validity period of certificate
e Certificate was not revoked at the time of signing =» Revocation check
e Complete certificate chain (till Trusted Root) is successfully formed

e Digital Signature on other format of documents

e Can be done I!! ~
 Standard APIs can be used for signature verification EeS A\




Digital Signature Validation

e Digital Signature Validation includes the following
« Signature is valid = Message digest has not been changed
e Signature was performed during the validity period of certificate
o Certificate was not revoked at the time of signing =» Revocation check
« Complete certificate chain (till Trusted Root) is successfully formed




Traditional Methods of Digital Signing

 Using Crypto Tokens

e Contain a Cryptographic co-processor with a USB
Interface

 Key Is generated inside the token.

 Key is highly secured as it doesn’t leave the token
 Highly portable and Machine-independent

* FIPS 140-2 compliant; Tamper-resistant;

Please enter your PIN,

g=m| PIN
r T | PIN |

Click here for more information

[ o] | | Cancel

=
T
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eSign — Online Digital Signing Service

« Government of India vide its Gazette Notification (REGD. NO. D. L.-
33004/99 dated 28th January 2015) has announced — “A method that CCA
facilitates CA to offer e-Sign service to citizens who have Aadhaar ID”

* Objective of eSign service is to offer on-line service to citizens for
instant signing of their documents securely in a legally acceptable form
« Two major challenges involved are

 Authentication of the user - Uses authentication of signer through
Aadhaar authentication and e-KYC service

 Trusted method of signing - PKI method of signing

« Can be integrated within various service delivery applications via an |« CCA: Controller of Certifying Aut!
open API to facilitate digitally signing a document by an Aadhaar holder |« ESP: eSign Service Provider

e Offers 2 class of certificates « UIDAI: Unique Identification Aut

« Aadhaar-ekyc-OTP (OID: 2.16.356.100.2.4.1) of India
» Aadhaar-ekyc-Bio (OID: 2.16.356.100.2.4.2)

» Paper to Digital Initiative

» Recently Offline Aadhaar Authentication based eSign announced




eSign Architecture

<= Application Gateway eSign Service Certifying
- — ‘- Service ‘ Providers (ESPs) thorities [CAs
terface eSign-Interface / KUA UIDAI / CIDR Provider (ASP)
b’ - |

Lq eSign-Service Mobile /
=h= Provider Tablet

HTTPS

L-:_@E@.

88 J9/0d
takeholders in eSign Desktop
Applications

Document Signer

Connect to ESP
Directly for eSign a @
Application Service Provider & J J
(ASP) 6 | 1
eSign Service Provider (ESP) e

i
Certifying Authority (CA) Applications . .
UIDAI ot AP request and
send it to

i . authentication
Controller of Certifying Authority qasraitte na:ha.;em
(CCA) directly ervices

e ==\




HSM (Hardware Security Module)

Signing Manager Sagning Engine

| E
| ) g - ”
&
f Gagniing R e ™ L
[ :_ﬁ_ k .-:-.--. --.-I.";:-::I.
SECURE LOGIC INFRASTRUCTURE
MANAGED SECURITY SERVICES IN GOVDC
PKI AS A SERVICE -
E j A ( CUSTOMER
(1| APPLICATION

—_—— SECURE AP1 (]
HSM AS A SERVICE E

Dedicated crypto processor that is specifically
designed for the protection of the crypto key
lifecycle
Enterprise level solution for crypto key security
Highest level of security
Intrusion-resistant, tamper-evident, FIPS-
validated appliance
Also supports solutions on clouds (Cloud
agnostic)
Address compliance requirements with
solutions for Blockchain, GDPR, IoT, paper-to-
digital initiatives, PCI DSS, digital signatures
etc..
Strong logical role based access based on
physical keys

=
Example - Mandated by Aadhaar for e «

authentication request R & ‘

2

[—



TLS — Transport layer security




Without TLS

Shopping.co
m

SIGN IN

0 g Cradit & Debt Cards
=] =0 - les

Card Number

Expiration Date

Shopper Details

Full Name

Email Address

o

v |27 -




With TLS

eServers use TLS (Transport Layer Security)
certificates,

e A certificate 1ssued to a machine/server so as to
establish a secure connection between the server

d
N

nd a browser using which we access the server.
ow all the information that is exchanged Is In

e

who tries to tap the information.

ncrypted form and won’t make sense to anyone




With TLS
\/\

§
=

Shopping.co
m

SIGN IN

. & Credh & Deb? Casd

Card Number
Expiration Date * | 01

Security Code

Shopper Details

Full Name

Email Address

i = [ e[S es)

v |27 v




Sample Certificate

n  Certificate

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpo

* Ensures the identity of a remote computer
* Proves your identity to a remote computer
»«1,3.6.1.4.1.4146.1.20

»2,23.140.1.2.2

*Refer to the certification authority's statement for detail;

Issued to: iireflin

Issued by: GlobalSign Organization Validation CA -
G2

valid from 15/05/2017 to 15/05/2020

| Issue

n | Certificate

General Detsils Certification Path

Certification path

s Certificate

General Details  Certification Path

5] Globalsign

e

| ﬁ Certificate Information

{ J GlobalSign Organization Validation CA - SHAZ56 - €

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer ~
* Proves your identity to a remote computer

* Ensures software came from software publisher

* Protects software from alteration after publication

* Protects email messages

* Allows data to be signed with the current time v

*Refer to the certification authority's statement for details.

Certificate status:

iz certificate is CK,

Issued to:  GlobalSign Organization Validation CA - SHA256 -
G2

Issued by: GlobalSign Root CA

valid from 20/02/2014 to 20/02/2024

Issuer Statement I

QK




LS Certification Issuance

» Key pair gets generated on web server

» \Web server admin creates CSR (certificate signing
request) and send it to CA (Certifying Authority)

» |n Subject DN (Distinguished name) of CSR, common
name should be same as fully qualified domain name.

» CA validates the domain and signs the certificate




Types of TLS Certificates

» Based on Business requirement
 Multi-domain Certificate (SAN/UCC)
 \Wild Card Certificate

» Based on Validation
* Domain Validated (DV) Certificates
 Organization Validated (OV) Certificates
 Extended Validation (EV) Certificates




Multi-Domain Certificates

 Subject Alternative Names
(SANSs) Certificate

e Cansecure up to 100
different domain names,
subdomains, and public IP
addresses, using only one SSL
Certificate and requiring only
one IP to host the Certificate.

R

Certificate bt
General Details | Certification Path
Show: |<All= w
Field Value e
!:_']F‘ublic key parameters 0500
.E Autharity Key Identifier KeyID =3dd350a5d6aladesf3. ..
.EISUbject Key Identifier £3d3d253a3d 1477 5eelas6ac. ..
r-u"!! Subject Alternative Mame DOMS Name=www4.symantec.c. ..
@Enhanced kKey Usage Server Authentication (1.3.6....
ﬁ{,_;ICRL Cistribution Points [1]CRL Distribution Peint: Distr...
-@CErﬁﬁcate Policies [1]Certificate Policy:Policy Ide...
.’;-.'I Authority Tnfarmation Arreee  [1&othaorite Tnfn Arreces Arc o
DMS Mame =www<.symantec.com ~
DMS Mame=www.symantec.com
DMS Mame=www.go.symantec.com
DMS Mame =www.bluecoat. com
DMS Name=sites,symantec.com
DMS Mame =sites-uat.symantec.com
DMS Mame =sites-qa.symantec. com
DMS Name=sites-internal.symantec. com
DS Mame =securityresponse, symantec, com b
Edit Properties... Copy to File...
2

T,



Vildcard Certificates

Wildcard certificate allows - .
us to secure an unlimited s
number of subdomains on § Cortcate nformatio

This certificate is intended for the following purpose(s):

a S I n g I e Ce rtlfl Ca.te . » Ensures the identity of a remote computer

A Wildcard Certificate Is

i ssue d to eg . * Cd ac. N : * Refer to the certfication authority's statement for detaiks.
where  the asterisk i
represents all possible R SRR
subdomains. Vald from 04042016 to 1002201

Issuer Statement




Jomain Validated Certificate

e Domain

domain registry.

Validated
certificates that are checked against

Certificate Viewer: "ss51411507.cloudflaressl.com”

General Details

This certificate has been verified for the following uses:

[ SSL Client Certificate

| SSL Server Certificate

Issued To

Common Mame (CN) 551411507, cloudflaressl.com

Organization (0] <MNot Part Of Certificate>

Organizational Unit (OU) Rl T ReG] G R F1d

Serial Number 00:DA6C: C368:1E:5C:3B: 1 2F3:A1:4%:13:55: AA:56:69
Issued By

Common Mame (CN) COMODO ECC Domain Validation Secure Server CA 2
Organization (Q) COMODO CA Limited

Organizational Unit (OU) <Mot Part Of Certificate=

Period of Validity

Begins On 18 August 2017

Expires On 24 February 2018

Fingerprints

SHA-256 Fingerprint EB:ED:C4:AB:CD:DC:4A:3C:08:38:D9:98:20:
6D:51:Fa:AF:R2: 453 TE:28:C5:66:41:20:05: 182

SHA1 Fingerprint D2:B2:64:64:DB:C9:78: CA:FL AB:ED:2D:B7:95:35: C1:BC:E5:93:FD

certificates  are

Certificate Viewer: “ss1411507. cloudflaressl.com”

General Details

Certificate Hierarchy

v COMODO ECC Certification Authority
»COMODO ECC Domain Validation Secure Server CA 2

51411307 cloudflaressl.com

Certificate Fields

- Certificate Key Usage

Certificate Basic Constraints

-Extended Key Usage

- Certificate Policies

~CRL Distribution Peints

~Authority Information Access
Certificate Subject Alt Name

- Certificate Signature Algorithm

Field Value

Not Critical
1.3.6.1.4.1.6449.1.2.2.7:

Certification Practice Statement pocinter:
https://secure.comode. com/CPS

2.23.140.1.2.1

Export...

Close




Organization Validated Certificate

Certificate Viewer: "*.google.com”

General Details

This certificate has been verified for the following uses:

S5L Server Certificate

Issued To

Common Mame (CN)  ".google.com
Organization (0) Google Inc
Organizational Unit (OU) <MNot Part Of Certificate>
Serial Number 63:15:E4:80:24:C3:A5:89
Issued By

Common Mame (CN)  Google Internet Authority G2
Organization (0] Google Inc
Organizational Unit (OU) <MNot Part Of Certificate>
Period of Validity

Begins On 24 October 2017

Expires On 29 December 2017
Fingerprints

A3:DR:04:54:13:72:90:4E:92:70:E1:92:90:CF:D8:64
SHAT Fingerprint BA:16:E321:62:3%E5: A5:5E:25:34: D& 50:6F: CB: 17:46:31: A&: DB

SHA-256 Fingerprint FE:BB:AB:86:A3:D8:59:7F:50:CC:0E:F1:41:EC:1F:63:

Close

Certificate Viewer. "*.google.com”

General Details

Certificate Hierarchy

v GeoTrust Global CA
“Google Internet Authority G2

*.google.com

Certificate Fields

uthority Information Access
ertificate Subject Key ID

~Certificate Basic Constraints
‘Certificate Authority Key |dentifier

- Certificate Policies
. CRL Distribution Points
Z--Cer‘tificate Signature Algorithm
" Certificate Signature Value

Field Value

Not Critical
T.4.F.11328.2,. 0.

Export...

Close




Organization Validated Certificate

« For organization validation, the CA will verify the actual
business that is attempting to get the certificate.

e This iIs usually used by corporations, governments and
others for TLS-enabled websites.

e |t activates the browser padlock and https, shows the
corporate identity




Extended Validation Certificate

Ew

& C | @ STATE BANK OF INDIA [IN] | https://www.onlinesbi.com w @ B3 O

a¢ DUseful Links A A ® OSBI

O SBI Lyt

Semvices | SB Anywhere | FAQ | Corporate Website | BEPS Bill Pay | SBE Collect | Aadhaar Linking | Videos  mCash | Apply SB Account | CASH@SE! | Mobile/Bill Pay

SBI never asks for confidential information such as PIN and OTP from customers.
Any such call can be made only by a fraudster, Please do not share personal info

8 305

PERSONAL BANKING CORPORATE BANKING

Mew User Registration @ HowDol ‘ZW. Aadhaar L':nl-cing’"lIE|1II|ir : New User Registrafion @ How Do |

SBI's internet banking portal provides personal banking services that gives you Corporate Banking application provides features to administer and manage non

complete conirol over all your banking demands online personal accounts online.
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ransaction on 1-800-425-3800/1-800-11-2211 immediately. Longer the time taken to notify, higher would be the nsk of loss to you. |

|
i



Extended Validated Certificate

« An Extended Validation Certificate (EV) Is a certificate issued
according to a specific set of identity verification criteria.

* The criteria requires extensive verification of the requesting entity's
Identity by the CA before a certificate is issued.

o Extended TLS activates the green address bar and displays the
organization name in the browser interface
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