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Disclaimer

The information contained in this user manual is provided solely for informational and guidance
purposes only. User should, conduct his/her own independent investigations and analysis and is
free to check the accuracy, reliability and completeness of the information in this document.
Finance Data Center, Directorate of Treasuries, Pension and Entitlements, Department of Finance,
Govt. of Uttarakhand shall incur no liability under any law, statute, rules or regulations as to the
accuracy, reliability or completeness of information contained in this user manual. Users are
advised to refer relevant Government Orders, Financial Handbooks, and Budget Manuals etc.
before making any payment through the system. In case any inaccuracies are spotted, users of this
manual are requested to inform Finance Data Center by shooting an email to mailto:treas-

ua@nic.in.
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List of Abbreviations

. CTS- Core Treasury System

. DDO- Drawing and Disbursing Officer
. EMP- Employee

. GOV- Government
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IFMS- Integrated Finance Management System

. LPC- Last Pay Certificate
. MOB- Mobile
. OTP- One Time Password

. PDF- Portable Document Format

10. PPO- Pension Pay Order

11. UIDAIS- The Unique Identification Authority of India
12. UK- Uttarakhand

13. URL- Uniform Resource Locator

14. VID- Virtual ID

IFMS
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1. Introduction

An electronic signature, or e-signature, refers to data in electronic form, which is logically
associated with other data in electronic form and which is used by the signatory to sign. This
type of signature provides the same legal standing as a handwritten signature as long as it
adheres to the requirements of the specific regulation under which it was created. E-Sign is an
online electronic signature service that can facilitate an Aadhaar holder to digitally sign a
document. An Aadhaar holder can now sign a document after Biometric/One Time Password
authentication thus requiring no paper-based application form or documents. The User Manual
contains all essential information for the users so that they can make full use of the IFMS
software. This manual includes a description of the module functions and capabilities,
contingencies and alternate modes of operation, and step-by-step procedures for module access
and use. For better understanding of the users, graphics has been used wherever possible in
this manual.

1.1 Purpose of this document

This document is a generic user guide document for using E- Sign and has all the details
regarding E-Sign which is helpful for employees. This document expresses all the working of the
module in very simple manner, so that whosoever goes through this piece of document finds it
interesting and convenient to work with the software.

1.2 Scope

This user manual is intended to be used by all the treasuries of Uttarakhand. Separate user
manuals have been/are being prepared for other aspects of IFMS software. This user manual is
intended to be used by treasury staff.

1.3 Points of Contact

To help the users working on IFMS software, Finance Data Center operates a help line number
08899890000, which may be used by the users for their queries and issues. Users may contact
help-desk officials anytime between 9 AM to 8 PM during weekdays (i.e. Monday to Saturday)
and between 10 PM to 6 PM during holidays.

2. Overview of E- Sign

An electronic signature is intended to provide a secure and accurate identification method for
the signatory to provide a seamless transaction. An eSignature means you can sign your
document without printing, scanning, or faxing. Just open the document and drop your
signature. Then, continue further process. It is easier, faster, and less expensive than signing
with a pen. Today, you can sign with a digital signature from government documents. All you
need is an internet-connected device. Then, no matter where you are, you can return a
document in minutes.

1. The signatory can be uniquely identified and linked to the signature

Directorate Treasuries, Pension and Entitlement
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2. The signatory must have sole control of the private key that was used to create the
electronic signature

3. The signature must be capable of identifying if its accompanying data has been
tampered with after the message was sighed

4. In the event that the accompanying data has been changed, the signature must be
invalidated

Features of E-Sign

Easy and secure way to digitally sign document anywhere, anytime
Facilitates legally valid signatures

Flexible and easy to implement

Privacy of the signer is maintained

Secure online service is used

Immediate destruction of keys after usage

Benefits of E-Sign

Promotes paperless environment

No hassles of key storage and key protection concerns
User Convenience

Integrity with complete Audit trail

Saves cost and time

3. Instructions

3.1 General instructions

Core Treasury System is web-based software; hence it can be accessed using web browser.
Following are some of the prerequisites to have best experience of working on the Core Treasury
System:

1. Computer System - Desktop/Laptop
2. Operating system - Windows 7/8/10/
3. Browser - Chrome Version 79.0.3945.117 (Official Build) (64-bit)

4. Connectivity - 2 mbps and more
3.2 User id and Password

To work on Core Treasury System software the user needs to have an active user id and
password. User id, in software, is employee code/mobile number/Aadhar number of the
employee. User needs to change his/her default password after login. Password gets expired
every 3 months; therefore, to protect his account user is advised to change his/her password
regularly. In case the employee forgets his password then he/she may reset it using forgot

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.

5


https://en.wikipedia.org/wiki/Public-key_cryptography

E- Sign User Manual QIRms

password link provided on the home page of the software. To reset the password, user must
know his/her employee code and mobile number. In case user has forgotten his/her mobile
number or employee code then he/she must contact his DDO to get it. DDOs have been given
access to their employee’s data in employee master. The password gets locked after 5
unsuccessful attempts. In such cases user should contact finance data center with application
with their signature and corresponding id proof for resetting the password.

3.3 Single Sign On

CTS provide single sign on facility which means any treasury employee of Government of
Uttarakhand may login using his/her employee code and all his/her roles gets reflected on his
dashboard. He/ She do not require a new id, in case of change in his/her role.

3.4 Automatic handling of change of role and place

Transfers and promotions are routine in Government organizations, therefore to make the
working on software smooth, all the roles of the employees have been mapped with user’s user
ids. On transfer LPC is issued, once the LPC is accepted in new department, treasury officers
need to contact Finance Data Center for making changes in their roles.

3.5 Cyber Security

CTS is a web-based application hence exposed to Phishing/Vishing and other kind of cyber
threats. Therefore, users are advised to use good antivirus software in their PC and never share
their password over the email, WhatsApp, sms or over the phone. User is solely responsible for
misuse of their user id’s and password.

4, Description and Steps

4.1. How to access the CTS Software

CTS software can be accessed by using URL http://10.66.21.153/ . Any internet browser (i.e.
Chrome, Internet Explorer, Firefox, etc.) can be used for operating the software but it works
well in Chrome version 79.0.3945.117 (Official Build) (64-bit) or higher.

4.2 Logging-onto the Web Application

To log-in, user needs to enter the Login id, password and click on the “Login” button. The login
ID and password will be provided to the users by the Finance Data Centre.

4.3 Components of E-Sign

In IFMS E-sign can be done using two methods one using OTP based Aadhar authentication and
other one using Morpho Sensor RD Service (biometric enabled). Thus, in this manual we will
learn working of both the methods individually.

Directorate Treasuries, Pension and Entitlement
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E-Sign module using OTP based Aadhar authentication has following 3 components:

1. Create Virtual ID: For E-signing the document using OPT based Aadhar authentication it is
mandatory for user to have virtual id which is 16-digit random number, which together with
biometrics of the user gives limited details such as name, address and photograph - enough for
any verification.

2. E-Sign Document: Once the user has virtual id, he/she can e-sign the document.

3. Validate Signature: When you have received a signed document, you may want to validate
its signature(s) to verify the signer and the signed content.

E-Sign _module using Morpho Sensor RD Service (biometric enabled) has following 3
components:

1. Installation of RD services: For E-signing the document using Morpho Sensor RD Service
(biometric enabled) it is mandatory for user to have Morpho sensor device and installed RD
services in his/her system.

2, E-Sign Document: Once the user has installed RD services in his/her system, he/she can e-
sign the document.

3. Validate Signature: When you have received a signed document, you may want to validate
its signature(s) to verify the signer and the signed content.

4.4.1 OTP based Authentication

Let us learn how the treasury officers can E-Sign the document:

Execution steps for E-sign: Create virtual ID-> E-sign the document—> Validate Signature

4.4.1.1 Virtual Id
What is Virtual ID?

VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number
which together with biometrics of the user gives limited details such as name, address and
photograph - enough for any verification. VID can be used in lieu of Aadhaar number
whenever authentication or e-KYC services are performed. Authentication may be performed
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar
number from VID.

How to generate Virtual ID?

Presently, VID generation facility is available on UIDAI's resident portal. Below is step by step
guide for generating virtual id

Directorate Treasuries, Pension and Entitlement
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1. Go to https://resident.uidai.gov.in/vid-generation. User is directed to the home that is
attached below,

Unique Identification Authority of India

Government of India '%\i

AADHAAR

My Aadhaar v About UIDAI v  Ecosystem v  Media & Resources v  Contact & Support v

My Aadhaar > Aadhaar Services > Virtual ID (VID) Generator

Generate / Retrieve Virtual ID (® Frequently Asked Questions
VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar number whenever authentication or e-KYC services are performed. Authentication may be performed

v
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID. Use Aadhaar Freely
Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.
E-Aadhaar ¥
Enter 12 digit Aadhaar number (UID) s
mAadhaar FAQs

Aadhaar Number * @ ig

12 Digit UID (1234/1234/1234) :
2 Aadhaar Paperless Offline e-kyc

View All

Captcha Verification * @

N\

Type the character you see in the picture. AROHARR
The new
Send OTP or Enter TOTP mAadha? r aPP‘
Fig-01
2. Enter Aadhaar Number & Security Code Instructions in the home page that is attached

above Fig-01 to create Virtual ID. Further click on Send OTP button provided on the screen as
shown in the image below;

My Aadhaar > Aadhaar Services > Virtual ID (VID) Generator

Generate / Retrieve Virtual ID

VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar number whenever authentication or e-KYC services are performed. Authentication may be performed
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID.

Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.

Enter 12 digit Aadhaar number (UID)

Aadhaar Number * @ im
12 Digit UID (1234/1234/1234)

50702060307 &®

Captcha Verification * @
Type the character you see in the picture

fkdch|

Send OTP Or Enter TOTP

Fig-02

Directorate Treasuries, Pension and Entitlement
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Further on the drop down few fields will add up for entering OTP. Enter the OTP

received on registered mobile number, select Generate VID & Click on Submit as shown
in the image below;

Generate / Retrieve Virtual ID

VID is a temporary. revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar number whenever authentication or e-KYC services are performed. Authentication may be performed
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID.

Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.

Enter 12 digit Aadhaar number (UID)
Aadhaar Number = & e

12 Digit UID (1234/1234/

Enter OTP/TOTP =~ &
Please enter 6 digit OTP or 8 digit TOTP.

& 2 23771

Generate/Retrieve VID = O

@

Generate

Generate VID (O Retrieve VID

4.

Fig-03

VID will be generated upon successful OTP verification & will be sent on mobile humber

registered with Aadhaar.

[Generate / Retrieve Virtual 1D

In case you have changed your mobile number or you wish to change the registered Email you are
required to get it updated in your Aadhaar as soon as possible.

Locate an Enrollment Center

Generate Another VID Or Go to My Aadhaar

Your Virtual ID (VID) is sent to your registered Mobile number.

Fig-04

4.4.1.2 E-Sign
Taking two examples of e-signing account submission and PPO approval at treasury level, we
will discuss both the process separately.

Example 1: E-signing account submission document.

Note: For E-signing the account submission document at officer level it is mandatory to
approve account by other two levels i.e., operator and supervisor otherwise the option
of E-signing will not appear at officer levels.
e Initial step is to generate reports at operator level (account-> payments/
receipt-> select reports individually-> select time period— generate report)

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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i

e Second step is account submission at operator and supervisor end (account->
account submission-> select financial year and batch id i.e. the month of which
the account is to be submitted— approve)

1. At the officer level user is given the power to e-sign the document. On clicking account
submission tab user is directed to the page shown below, page contains various options
like E-sign, view E-sign logs, view document as can be seen.

Acraunls Submission

1 Eeitafeson I Fesan socene: amaiting: E-Sigring st
2 Schedule Tota P Fezart processed. asaiting: E-Sigring LT
3 G Wi hcvance Bl & oot 30 pel progessed
4 Lirt of Paprmerts » PR32 0 el predecsed
5 LO# Enceure r Rmaort aat et processed
5 |PedCheque I | Feport ot et processsd
1 |Gakesen I [C————
E Schadule Totn L Fezoms 7 et procemsed
5 Loar Schesale i Fraars 35 pef prooeseed
3 Cam dcment I asom o pet prncessed
1L -MH.'?."PF Ot Class IV IC -iur. 2 Pt progessed
11 GAF CashDesost L] oot 300 pet processed
13 |FEL) Amoount: Fead Wi L FEaor 2 el processed
M -m--mﬂscnﬁ%u': -l -lew'.l?.fdﬂmsed
PR T e — I | resort act et processed
35 G Schedivle: -I Fmaart ngt yet processed.
17 G Schedule - M5 % Fegort aat pet processed
Ection toproue W Rmmars
e b e et i e m

Fig-05

2. On clicking E-Sign button user is directed to next page where user has to enter employee
code fill in all the required fields, select OTP or biometric, like we have opted OTP as
can be seen in the image below, click on the declaration and finally after filling all the
fields click on proceed button provided at the bottom of the page as can be seen.

Digitally Sign Documents - eHastakshar

Employee Code 51007 Empioyee Name Mr Shiv Lal Shah
Treasury (yber v Batch DTransaction ID ACS; 1200 MON 20200600011
Acthantication Mode sorp Bometric

/] hareby state that | hae no ckjection in authenticatiog myself with Asdhaae based authentication systeam and consent o providing my Asdhaar number aad One Time #in (OTP| data for Asdhase based
authenticabion. | understand that the OTP | prowide for authentication shal e used only for authanticating my ideatity theough the Aadhaar Authentication system 2nd fior obtaining my e-KYC through
Aadhazr e-YC senvice asly for the purpass of esigning

Note . %ou well be reciracted to an external URL for aadhaar authentication

Directorate Treasuries, Pension and Entitlement
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3. On clicking proceed button user is directed to next page that is attached below,
here user has to enter his/her virtual id.
Note: for E-signing the document user must have virtual id, generation of which is
discussed in point number 4.4.1.1 Virtual Id. Also, if one has not generated virtual id from
before user has been given the link to generate virtual here itself under the button
named get virtual id.
User has to enter the id that is generated like we have entered as can be seen. After
entering VID click on get OTP button.

— = Digital India €oAC
Minisiry of Electronics and Power To Empower Centre for Development of
Information Technalogy Advanced Computing
Govemment of india

You are currently using C-DAG eSign Service and have been redirected from

=y Hastakshar
C-DAC's 6Sign Service

Aadhaar Based e-Authentication

2 9191383456467632

Get Virtual ID

= Enter Your Aadhaar OTP

View Document Information

Get OTP Not Received OTP? Resend OTP

Fig-07

4. On clicking get OTP button user will receive OTP in his/ her registered mobile number.
Enter the OTP received in the provided column, click on the declaration and finally click
on the submit button provided on the bottom of the page.

Note: At times user might not receive OTP on due time might be because of network
issue for that purpose user is provided with resend OTP button on the screen.

HSPh
T = Digital India coAC
N ormalion Tactobogy Power Ta Empower Gantre for Davelopmant of
iy o s = e O e
s

You are currently using C-DAC eSign Service and have been redirected from

=y Hastakshar
Sl &
G-DAC's aSign Service

Aadhaar Based e-Authentication

2 9191383456467632
Get Virtual ID
-

| have read and provide my consent

View Document Information

Fig-08
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5. After clicking on submit button we can see that the status of report in account
submission page is changed from report processed, waiting for e-signing to “Report
Digitally Signed”, as can be seen in the image below.

Accounts Submission

Finanil fear - {0 v tcr: [ orth: Lo 2020t PENDING WITH TO OFICER.
SL.No. Report Name Account Type | Report Status Last Processed By Last Processed On ESign View Document View Log
L |Fetha Repor p 51007 BOODIONSE  |ESmDowment  [VewDowmet  |ViewESignloss
2 (Schedule Total p Report processed, awaiting E-Signing 51007 14-07-202019:04:31 E-Sign Document View Document View E-Sign Logs
3. | GPFWithdrawl/Advance Bills P Report not yet processed. E-5ign Document View Document View E-Sign Logs
4 |Listof Payments P Report not yet processed. E-5ign Document View Document View E-5ign Logs
5 |LOPEnclosure Il p Report not yet processed. E-5ign Document View Document View E-5ign Logs
6 |Paid Cheque p Report not yet processed. E-Sign Document View Document View E-Sign Logs
7. |GAReport R Report not yet processed. E-Sign Document View Document View E-Sign Logs
B |Schedule Total R Report not yet processed. E-5ign Document View Document View E-Sign Logs
9. |Loan Schedule R Report not yet processed. £-3ign Document View Document View E-Sign Logs
10.  |Cash Account R Report not yet processed. E-Sign Document View Document View E-Sign Logs
11 |Headwisw GPF Oth. Class IV R Report not yet processed. E-Sign Document View Document View E-Sign Logs
12 | GPF Cash Deposit R Report not yet processed. E-Sign Document View Document View E-Sign Logs
13, | 7610 Account Head Wise R Report not yet processed. E-5ign Document View Document View £-5ign Logs
14, |B009 - GPF Headwise Receipt R Report not yet processed. E-Sign Document View Document View E-Sign Logs
15 |8011-GIS Headwise Receint R Report not yet processed. E-Sign Document View Document View E-Sign Logs
16. | GPF Schedule R Report not yet processed. E-5ign Document View Document View E-Sign Logs
17. | GPSSchedule- AlS R Report not yet processed. E-3ign Document View Document View E-Sign Logs

Fig-09

6. On the same page we can see that the user is provided with view E-sign logs button.

Frannal ey | BalkhiD: Lo
Sl Fapert Hame Lt don
[ Jeara bepont s I 1407200 1ovat 58
1 scheddeTols ' £o07 TN 1824
-! .s==-.mm.-.'u.w: Bl -F | |
P e a—— ;
-E -LD? Endosure -F |
& rwdcrense s | |
1 eakepen I | |
& schedderons s |
5 |LoanSchedeie P
|y — s
1n Headwioa 5PF 08 Class ¥ 8
| [ cuhomen s
1. | 500 Amgunt Mead Wine B
[P —— I
R P
|15 |ceschesue I
|37 [ ichesule - A i

E-%gning Logs for Report : Ka-Kha Regort

55, Bt | Reoeededry | v I | Siatas Relereree i
|1 [acsanonuom e o |sacer e ] [sscomrity s |eswoooncmont 2o

Fig-10
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7. On clicking view E-sign logs button user is able to view the document that was digitally
signed earlier. As we can see that at the top of the document it is written signature not
verified, in order to validate signature kindly refer to 4.4.1.3 Validate Signature

Signature NotVerified
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND Em‘xﬁ Ei P30 10:43:29
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR-444 Locaton: Detvacun Tika ry
PRAPATRA SANKHYA 47 :: VYAY POSTING PANJIKA-KHA) : Jul-2020 Date and Time: 14-07 £940 16:20.59
MAJOR HEAD :: 0030-STAMP AND REGISTRATION FEES
Voucher No. Head Code Cheque Gross [e]) GPF Loans Interest Income Tax/NPS Works Transfer Other Det.
DDO Code Sch.Name Cheque Total Ded.
DDO Name Net Amount
Date :: 04-JUL-2020
B00300001 0030021020200 809398 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicle Amt 0
4275 0030021020200~ 20723 Insurance 0 Class Il 0 HER 0 HER 0 NPS Amt 0 Royalty Mines 0 HRR Amt 0
Treasury : 0100 - Voted TBBETS AIS 0AIS 0 Motor Amt 0 Motor Amt 0 Labour Amt 0 RTIAmit 0
Dehradun D0 Name Judges 0 CarLoan 0 Car Amt 0 Ex Duty Amt 0 Heath At 0
Treasury Officer Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt 0
Defradun MLA Ady 0 MLAAmL 0 Tesing 0 Jail Amt 0
Charges
AlS HBA 0 AIS HBA 0 MLA HBA Amt 0
Daily Total (04-JUL-2020) : 809398 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicle Amt 0
20723 Insurance 0 Class Il 0 HBR 0 HBR 0 NPS Amt 0 Royalty Mines 0 HRR Amt 0
788675 AIS 0 AIS 0 Motor Amt 0 Motor Amt 0 Labour Amt 0 RTIAmt 0
Judges 0 Car Loan 0 Car Amt 0 Ex Duty Amt 0 Health Amt 'J .
Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt ar
MLA Adv 0 MLA Amt 0 Testing 0 Jail Amt o
Charges
AIS HBA 0 AIS HBA 0 MLA HEA Amt i
Menth Total (0030) : 809398 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicle Amt +
20723 Insurance 0 Class Il 0 HER 0 HER 0 NPS Amt 0 Royalty Mines 0 HRR Amt L
TBBETS AIS 0AIS 0 Motor Amt 0 Motor Amt 0 Labour Amt 0 RTIAmit )
Judges 0 Car Loan 0 Car Amt 0 Ex Duty Amt 0 Health Amt -
Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt 0
MLA Adv 0 MLA Amt 0 Testing 0 Jail Amt 0
Charges

Fig-11

8. After all the reports are digitally signed as can be seen in the image below that status
of all the 18 reports is “Report Digitally Signed”, approve the reports.
As can be seen in the image below that user is provided with approve option, select
approve as action, enter remark and click on save button.

HOME SUPPORT~ GPFv BIISPASSNG» PAROLL~ PENSION+ EPWMENTS+ ACCOUNTSw UPDATION~  MIASTERS +
Accounts Submission
Financial Year 00021 v | BatchID Month - Jul-20 v
‘Sl.lh‘ Feport Name ‘ Account Type Report Status Last Processed By ‘ Last Proressed On
LRzt i Regortcigitally sgned. 00t 1508200 122551
‘z. ‘Scrai.llerm\ ‘P Report digitally sined. AITR0313M00207 ‘uw&-m)ms:si
3. |GRFWithdraw|/advance Bills P Report digitally signed. AIT0313M00207 06-08-2000 15:58.08
‘4. ‘mu-mm ‘P Report digitally sined. AITR0313M00207 ‘uw&-mmm:si
5 Umofrmment i Regortcigitally sgned. 085 150- 00 140520
‘E. ‘LCF Endosure ll ‘P Report digitally sined. AITR0313M00207 ‘uw&-mmm:n
7. |Poid cheue P Regortcigitally sgned. 0 150600 1207
‘n. ‘GHEIIM ‘R Report digitally sined. AITN313M00207 ‘u&u&wmm:rz
5. |scheduleTol R Regortcigitally sgned. 2703107 50NN 17535
‘1:1. ‘Lc-rlsnedu\: ‘R Report digitally sined. AITN313M00213 ‘u&u&wmwmi
1 |cshAmont R Regortcigitally sgned. 2T 1508 00 143101
‘u. ‘H:aﬂ\mﬁl’l}th.dmsl‘l ‘R Report digitally sined. AITN313M00207 ‘m&wmum:zi
13 |GPF Cash Depost R Report digitally sgned 47790313M00213 19082000 145135
‘ll ‘?ﬁlﬂkwmfﬁdms& ‘R Report cigitally signed. £7730313M00207 ‘Bﬂ&lﬂﬂ]ul&'ﬂ
15 |B00S- GPF Headwise Receipt R Report digitally signed 47790313M00213 19082000 144275
‘15 ‘am—as Headerse Receipt ‘R Report digitally signed 47790313M00213 ‘mns»m] 14852
17, |GPFchedule R Report cigitally signed. £7730313M00213 15-08-2000 14:53:00
‘m \smnmlem ‘R reoort gty sgned M ‘mﬂ&mmus}-&s
Acton oo v Remaris:: posrond |

Fig-12

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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On clicking save button pop up message is generated on the screen, with the message
“SUCCESS: ACCOUNTS APPORVED”. Once the account is approved all the reports treasury
wise starts reflecting in AG login, also the account report gets locked.

10.

HOME SUPPORT+ GPFe BILSPASSNG~ PATROL~ PENSON~ EPSINENTS= ACCDINTS» UPDETON = MASTERS+
Frencd e ma v ED: Vorth .
Account Type ReportStztns LostProgesed By
: Sepot proed, mate M S0
» st gzl szed BB
: Report Gstaly szed BBV
» st gzl szed BB 0508200 2005
: Report Gstaly szed i 1B 52
» st gzl szed BB 06082020 120121
: Report Gstaly szed S0 e
2 st gzl szed BB
: Report Gstaly szed BBV
10 |losnSchedie st gzl szed BN
1 |ChAunt Report Gstaly szed BBV
I 5 s dgEhaped BN
5 st izl sped BV
i st dgEhaped BBV
5 st izl sped BV
15 st dgEhaped BRI
. st izl sped BV
iy st dgEhaped BRI
Fig-13

Account gets locked means user further cannot generate any report of the month whose
account has been approved and sent to AG. User can only download the e-signed report
for going through the document.

e As can be seen on the image attached below, on clicking generate button
(account—> payments/ receipt-> select reports individually-> select time period—
generate report) pop up message appears on the screen with the message “Account for
this month is locked. Cannot process report.”

Here we have already e-signed the account reports of July, 2020 therefore on
generating reports again this message pops up.

HOME

Ka Kha Report

SUPPORT ~ GPF~  BILLSPASSING ~ PAYROLL~  PENSION »  E-PAYMENTS ~  ACCOUNTS »  UPDATION »  MASTERS ~

From Date 01-JUL-2020 To Date 31-JUL-2020

Major Head Code

Account for this month is locked. Cannot process report.

Close

Fig-14

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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. As can be seen on the image attached below, user can access only e-
signed report (account-> account submission- select financial year and batch id i.e. the
month of which the account report is to be accessed— fetch the report- click on view
document)

Signature val
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND g?::ﬂf‘mu Ll 2o 10:43:20
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR444 LocaSior: Dehrad
FRAPATRA SANKHYA 47 = VYAY POSTING PANJIKA-KHA) = Jul-2020 Date and Time. 14 ieanss
MAJDR HEAD - O0S0-STAMP AND REGISTRATION FEES
Voucher No. Head Code Cneque Gross GIS GPF Loans Interest Income TaxNPs Works Transter Ofmer Dat.
000 Code Sen.Name cneque Total Daa.
DDO Name Net Amount
Date = 04-JUL-2020
BO0S00001 DO300Z1020200 B93% Savings 0 Ciass IV T HEA T HEA D incomeTax 20723 Rayaly 0 Vehice Amt []
4275 0030021020200 20723 Insurance 0 Ciass 0 HER 0 HER T NP5 Amt 0 Rayally Mines 0 HRR Amt o
Treasury:D100-  Vatss 784675 Al 0 s 0 Motor Amt 0 Motor Amt ] Latour Amt 0 RTIAm o
Defragin DDO Name Juoges 0 carLoan 0 caramt o Ex Duty Amt D Haath Amt o
Treasury CMcer cyce Loan 0 cyze Amt ] St Dty Amt 0 Dapt Rec AmI o
Dehragun MLA Agv 0 MLA ATE o Testing 0 Jail Amt o
Changés
A3 HBA 0 AISHEA o MLA HEA Amt o
Dally Total (04-JUL-2020) - 509328 Savinge 0 Class IV 0 HEA 0 HEA D incomeTax 20723 Rayahy 0 Vehicle Amt o
20723 Insurance 0 Ciass i 0 HER 0 HER [ NPS Amt U Rayaly Mines 0 HRR Amt o
788673 AlS 0 As 0 Motor Amt 0 Motor Amt o Labour Amt 0 RTIAM o
Juoges 1 carLoan 0 caramt ] Ex Duty Amt 0 Heatn Amt o
Cycie Loan 0 Cycie Amt o Stap Duty Amt D Dept Rec Amt o
MLA ATV 0 MLA AT ] Tesmng 0 J31 Amt o
Charges
a5 HBA 0 AISHEA o LA HEA Amt o
Month Total (2030) 09328 Savinge 0 Class IV 0 HEA 1 HEA U incomeTax 20723 Rayaly 0 Vehice Amt o
20723 Insurance a ciass i 0 HER 0 HER D NPS Amt 0 Royalty Mines 0 HRR Amt o
7E46TS AlS 0 As 0 Motor Amt 0 Motor Amt ] Labour Amt 0 RTIAm o
Junges 1 carLoan 0 caramt o Ex Duty Amt 0 Heatn Amt o
Cycie Loan 0 Cyce Amt o Stap Duty Amt 0 Dapt Rec Am o
MLA Ay 0 MLA Amt o Testing 0 Jal Amt o
charges
IS HBA 0 AIS HER o NLA HER A o
Prepared By ..o Checked By......ooooeeees Signature Of The Treasury Officer..............
Signature Signature Treasury Officer

Fig-15
Example 2: E-signing PPO document.

Note: For E-signing the PPO at officer level of sanction treasury it is mandatory to

approve PPO from other two levels i.e. operator and supervisor otherwise the option of
E-signing will not appear at officer levels.

¢ [nitial step is to approve PPO at operator and supervisor level (pension-> pension

sanction (sanction treasury)-> PPO approval)

1. At the officer end user is given the power to e-sign the document. User can access PPO

E-sign option at the officer end of sanction treasury as shown in the image below
(Pension-> Pension Sanction-> PPO E-sign).

HOME  SUPPORT ~  GPF =  BILLS PASSING =  PAYROLL »  PENSION =  E-PAYMENTS ~  ACCOUNTS ~  UPDATION ~  MASTERS +

Pension Sanction = PRO Approval
Transactions pending as on O Approval Transactions passad on
Pension Payment » PPO E-Sign

hat the state GOVernment 1588 pe.2016 pension Al
withdrawal distribution officers
caleulation of 90% and 10% of t|

Revise PPO Approval
Pension Master (Admin)

L3, All withdrawal distribul PO Return Wt
employees who are related to their instaliation are concerned with the
NPA..

574, All withdrawal distribution officers have to be informed that
through hole transfer option in IF MS..

5. All heads ha
OSH level is a budget

| that the budget option at the

NIRVLG. All withdrawal distribution officers have to be apprised that
nandate na. 132/2008 is to be canvever

Fig-16

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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2. User is directed to the page attached below which consist of document that needs to be

signed. Click on the select button provided on the page.

PPO ESign

5.No. | Case Type Emp Code Batch id Name DDO Code Designation Pension Category Select
1 PENSION 0400386 UK/13/31052020/34825 Mr Laxman Singh 2258 Block Extension Officer ol Select
2 PENSION 261944837325 UK/13/31012019/34811 Mr jagdish chandra pandey 3903 TECHNICAL GRADE-1 co3 Select
3. PENSION 401818287747 UK/13/30112019/34824 Mr HARPAL SINGH 3903 TECHNICAL GRADE-1 o3 Select
4. PENSION 585739040135 UK/13/31052020/34822 Mr NARENDRA CHAND 9903 TECHNICAL GRADE-2 {LINE MAN) o3 Select
5 PENSION 743358642825 UK/13/31032020/34812 Mr R P chaudhary 8503 QFFICE ASSISTANT-I o2 Select
6. PENSION 984065376720 UK/13/31052020/34823 Mr GOVIND ballabh Joshi 3503 TECHNICAL GRADE-2 (LINE MAN) o3 Select

3.

Emp Code
PPO NO

Remarks:

S.No.

Fig-17

On clicking select button user is directed to the page attached below which consist of
various option like view PPO, Proceed to E-sign and back. Here we will click on Proceed
to E-sign button.

PPO ESign

0400386 Emp Name Mr Laxman Singh
UK/13/31052020/34825

E-Sign Status: File not Signed Yet.

View PPO Proceed to E-Sign

E-Signing Requests

Batch ID Requested By |5|atus ‘Reference D Download Signed File

4.

Fig-18

On clicking proceed to E-Sign button user is directed to next page where user has to
enter employee code fill in all the required fields, select OTP or biometric, like we have
opted OTP as can be seen in the image below, click on the declaration and finally after
filling all the fields click on proceed button provided at the bottom of the page as can
be seen.

HOME  SUPPORT+ GPFv BILLSPASSING v  PAYROLLv  PENSION v  EPAYMENTS v  ACCOUNTS v  UPDATION v  MASTERS v

Digitally Sign Documents - eHastakshar

Employee Code: 00 Employee Name :

reasury, Pension and Entitlement Uttarakhand v BatchD/Transaction 0 Uk/13

Treasury: Direc
Authentication Mode : aom Biometric

I hereby sate that | have no objection in authenficating mysef with Aadhaar based authentiation ystem and consent o providing my Aadhaar number and One Time Pin (OTP) datafor Aadhaar based authenfcation | understand that the OTP | provide for
authentication shell be used only for authenticating my dentty through the Aadhaar Authentication system and for obtaining my e-KYC through Aadhaar e-KYC sevice only or the purpose of esigning.

toan external URLfor aachasr 2

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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5. On clicking proceed button user is directed to next page that is attached below, here
user has to enter virtual id.
Note: for E-signing the document user must have virtual id, generation of which is
discussed above, also if one has not generated virtual id from before user has been given
the link to generate virtual here itself under the button named get virtual id.
User has to enter the id that is generated like we have entered as can be seen. After
entering VID click on get OTP button.

@ Digieal tndia

You are currently using C-DAC eSign Service and have been redirected from

» lgatdksna
G
G.0AG' sbign Bervce

Aadhaar Based e-Authentication

2 | 0109305605709
Get Virtual 1D

View Document Information

Fig-20

6. On clicking get OTP button user will receive OTP in his/ her registered mobile number.
Enter the OTP received in the provided column, click on the declaration and finally click
on the submit button provided on the bottom of the page.

Note: User might be due to network issue is unable to receive OTP for which user can
use the button provided on the screeni.e., resend OTP button.

o= @p@wﬂm <2nC
Ministry ef Electronics and Power To Empower Centre for Development of
e e
s

You are currently using C-DAC eSign Service and have been redirected from

= Hastakshar
Sh
C-DAC's 8Sign Service

Aadhaar Based e-Authentication

2 ©191202ece: 7029

Get Virtual ID

a | ..... 4
[ 1 have read and provide my consent
View Documen t Information
Fig-21

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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Uttarakhand

7. After submitting user is directed to previous page where we can see that message of
“File signed successfully” is displayed on the screen with the green color and a row is
added at the bottom of the page with the detail related to document along with
download button for downloading the document. Click on download button provided on

the screen.

PPO ESign

Emp Code TASEL2805 Emp Name Mrs rp chaudhary
EPONO UK/13/31032020/34108
Remarks E5ign Status: Fil Signed Successful

Forward to Payment Trezsury H

ESigning Requests
S Mo, Batih D Requested By Sttus Refrence D Dowmload igned i
1 |U13/31030000/34108 000 Successflly Signed ESNO0L000 2020070017 Download
Fig-22

8. On clicking download button user is able to view the PPO that was digitally signed
earlier. As we can see that at the top of the document it is written signature not verified
thus the next step is to validate signature, in order to validate signature kindly refer to

4.4.1.3 Validate Signature

Signature 1{?1 erified
Diigitally signed by,' J;dal ingh Chauhan
Reasgon : E-Approval

Location: Directorate asury. Pension and
Entitlernant Uttarakhai reasury
Date and Time: 15-07- 0 10:50:40

IFMS

Uttarakhand

Directorate of Treasury, Pension and Entittement Uttarakhand
Pension/Gratuity/Pension Commutation/Family Pension nt Order Forwarding Letter
In favour of Mrs r p chaudhary, OFFICE ASSISTANT-II, Uttarakhand Power Corporation Ltd - Kumaon Zone
To
CTO/Sr.TO/TO
Nainital, Nainital

e P
/%(0 >

i v

Letter No. !
Sir
Please Find Enclosed here with pension paper of Mrs r p chaudhary OFFICE ASSISTANT-
11, 743558642825 Retired/Death on 31-03-2020 00:00:00

Pension/Family Pension

Pension/Family Pension Pension/Family Pension Related with Rate of pension/Family
Order no. pension/Family pension pension
Mrs r p chaudhary Self Pension before

Commutation 46,500

Pension after
commutation 46,500

Famil

Pension to be

Relief there after Rs.

aid after death of Pensioner to Mrs RAJNI CHAUDHARY or 04-MAR-2027 Rs. 46500
7900 to be paid Mrs RAJNI CHAUDHARY

2 Claimant (Gratuity) Name of Gratuity Hﬁlnllofll with Payments
Mrs r p chaudhary Self Total Rs. 17,995,365

Provisional Graduity Rs 0

Withheld amount Rs 0
MNet amount Rs 17,95,365

Amount -

Met amount Rs Seventeen Lacs Ni Five Thousand Three Hundred Five On
3 F 1 Comm Commutation amount Reduced rate of Commencement date of

due to reduced pension

Total Rs. - - Commutation payments.
date or After three month
of issued Payment order,
whichever is Earlier

Net amount Rs. -

[=] [Nt

=3

Fig-23

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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9. After the document is e-signed by sanction treasury, user needs to continue with
generating GRD number at the payment treasury for that kindly refer to treasury user
manual-> Pension module-> Generating GRD number at treasury.

4.4.1.3 Validate Signature

To ensure that Digital Signatures are valid when you open a PDF and verification details
appear with the signature. When Digital Signatures are validated, an icon appears in the
document message bar to indicate the signature status. Additional status details appear in
the Signatures panel and in the Signature Properties dialog box. In order to validate signature
user must download the document that is digitally signed in pdf form.

Authenticity verification confirms that the signer's certificate or its parent certificates exist in
the validator’s list of trusted identities. It also confirms whether the signing certificate is
valid based on the user's Acrobat or Reader configuration.

After the document is E-signed it is sole responsibility to verify the authenticity and integrity
whether the signed content is same as that of unsigned document or has changed after it was
signed. If content changes, user must contact Finance Data Centre.

Let us see the steps for validating signature.

1. User needs to download the document as for example we have downloaded the ka-kha
document that we e-signed earlier. We can see in the image that at the top of the page
with the question mark sign validity unknown is displaying. Thus, this piece of document
requires validating.

Validity unkrqwn
Treasury - 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND g::"‘ .”N" . 2000 104320
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR 444 L ocaton o-u'-u T
PRAPATRA SANKHYA 47 - VYAY POSTING PANJKKA-KHA) - Jub-2020 P 14 v
MAJOR HEAD - 0000-CTANP AND REGRITRATION FEED
Voummar N0 Heaa Cose Craque Gross ") e s eres! weoms Taanes \Wona Traster Othar Oat.
D00 Code Zon Name Creqe Total Det
D00 Name el Ameunt
Date - 04.JUL.2020
803300301 003002 1020208 803238 Jarmge 0 Cams v 0 MBA 0 MBA 0 rcome Tax 2070 Rovary 0 vehicie Amt 0
ars 0030071630308 20723 indusarcs 0 Cam o Hom o Hen o WRs A O meyaty ures o H At ¢
Treasury - 9900 - Vores TI0ETS AD oA 0 Motor Amt 0 Motor Amt L} Laoowr AT 0 RTiAm [
mv&@“h uxes 0 Car Lown 0 Cu A 1] 2 Duty At O ream At ¢
Treagury Oficer Cyoe Loan 0 Cyoe Amt B S0 Ouy Amt © Dept Aoc Am [
Dotraten NEA A 0 A At ] Toun ¢ JmAm []
Sk
AG HBA 0 A MBA ) MUA MBA Arvt [
Doty Yo (B4UL-2020) 008 Saegs 0 Cass IV 0 HEA 0 HEA CmcomeTa 2072 Aoyamy & vencie Avc [)
2072 Incarce 0Camn 0 MeR 0 MR 0 NP9 Amt 0 Royaty Wires 0 WAR Ant (]
Tesers A oas 0 Mstor Ansd 0 Mok At o Lacter Aml © WhAse o
e 0 Carlosn 0 Car A [} £x Dy At © Heam At [
Cye Loas 0 Cyoe Amt [ 5D Duty At © Dept Mee Amt °
A Ad 0 MLA AT [ Testng o sl Amt )
ME HBA 0 As HBA [} VLA HEA At [
Mo~ Toty 9030 W358 Jaergn 0 Caa v 0 MoA 0 MBA 0 rcome Tax AT moyary @ Vehicie Avt °
20723 inswares o cass 0 e 0 HEn © N9z Am © Mzyany s © s Amt ]
TINTS AS LR 0 Mator Arnd 0 Mot Amt e oW A ¢ KT A ¢
L 0 CarLoan 0 Carame e £x Outy Aret © twam amt e
Cyve Loar 0 Cyve Amt ) Sup Outy Amt © Dept ec At 1
M Aoy 8 A A 8 ) — & a1 Am ]
AZ @A 0 Ag A ] VLA MDA At (]
Prepared By Checked By Sigrature Of The Treasury Officer
Sgnature Signatae Treasury Oficer

Fig-24

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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2. User can right click on the image as can be seen in the image below, which will result
in the generation of drop down which provides the user with various options like validate
signature, view signed version and show signature properties. Here we will click on
validate signature option.
User can also click on signature panel provided at the top of the page for the same

purpose.
& Atlesst one signature has problems. Signature Panel
Validity
Troasury - 0100-Oehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND | Dyt 2000 104329
| oo Ol f
PRAPATRA SANKHYA 47 - VYAY POSTING © 242020 {Dumad T 14OCHRER S8 | afidate Signature
VACOR HEAD - D00 GTAVE AND REGTAKTON PEED
Vouue e Cose = o ) Cd ] T T TANSE W s
000 Cote. nrame Crepe Tota Dot View Signed Version
S0 At
Date - 04.JUL-2020
B0 002102008 CEX] 1] THEA THEA TreomeTm 27D Aoy ownaean|  Show Signature Properties..
an P 2072 s acan avon aven owaam ompues CmtAn
Treamry 0900~ Vones THETS AQ L) 0 Moor At 0 votr At B 300w ATt O RTiAm
Sy 0 e 2 o cuiam ot comam  crman
Ty CpoeLaan 0 Cyouhnt ] soOMAT ¢ DetRacAR
s AN o wAr o - caan
Ly 242 ] B At
Dy Yo GANULE0) e amgs 0 G 0 Hen D Croneta 0D Aoy ¢ Venae At
2072 e o camn onen o4n o3 At e T T
e g I 0w At 2 vt ant 0 frese & AmAn
o 0 Criam o cunet ] Toay Am 0 rewm it
e Lo o Cyseam 3 ZROM AR O DpthieAm
MAAN 0 MAAT L} Toany © JalAm
Cnrgme
ey o as vn s oy
Vool 1o 0] R TomN THA [ SromTa W Ry Vet A
0723 iaees o caun oen oven o wzam Copyun  omaan
e A oae e o Vot Art s oo At oA
g o cuim o cunn o Eoayam & wam ane
Cyoe oo 0 Cyoe Amt ° Otap Outy At © Degt Ao Amt
Ay Pyt 8 =) aum
AT 18 DASYEA L3 VLA MDA At
Prapared By Checked By Signature Of The Traasury Ofier....
Sqratse Signatse Traasury Officer

Fig-25

3. On clicking validate signature pop up window appears on the screen as shown in the
image below. Click on signature properties provided on the window.

Validity n ;
Treasury | 0100-Dehradun INTEGRATED Fi . GO T OF UTTARAKHAND | Dguany . 090 104329
VITTIYA NIYAM SANGRAH KHAND PANCH2) PRASTAR444  Loaton: O i
PRAPATRA SANKHYA 47 - VYAY POSTING PANJNKA-KHA) - 5ui-2020  casmcachasnziain =
VAOR HEAD - D030-OTANP AND REGISTRATION FEES L y
Voucher No. eaa Coze Creque Gross £ cer e arest wcome Taanes Wors Transter Otner Ouc
020 Code Ton Name Creqe Total Ded
DDO Name Neot Arourt
Daste - 04-JUL-2020
©00200001 0030621020200 203356 Syergs 0 Cams v 0 MBA 0 HEA © rcome Tax 20723 Aoyeny T veride Amt [
ors 0C3aes 1630208 307D rusance 0 Csam o o o ren S NPT At O moyaty Wres © R At e
Treasury 3100~ Votes 780575 AQ oAS 0 Moor Amt 0 Motor Amt ° Lacoer ATt © RT A ]
i~ g 0 Car Lo 0 Car A ° =2 Dty Asst © ream At °
Treacury Cocer Cyme Loan 0 Cyoe Amt 8 10 Duty Amt © Depe Rwo Amt e
Deteaden WA Asv 0 A At s o — § © 121 Am c
VLA HBA Armt [
C——— e R -
070 © 1AR Amt o
TeoeTs A © AT AR °
& Signature validity i5s UNKNOWN. :""n"':_ :
- The document has not been modified since this signature was applied. ° :’m °
- The signer’s identity is unknown because it has expired or is not yet valid.
A HBA Arvt [
Vot Tou (9530) e T vetide Amt ©
20723 insusand © Hm At e
T006TS AS © AT AR [
© rmam At o
© Dept Rec Amt °
© Jat At e
MLA HBA Avt ]
l Signature Properties... | Close
Propared By Cheched By ——......... Signature Of The Treasury OMcer..........
Sgnatue Signature Treasury Officer

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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4. On clicking signature properties another pop up window starts appearing on the screen
as shown in the image below. Click on show signers certificate button that is provided
on the window.

Validity unk
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND My S0R0 10:43:2
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR-444
WAIOR HEAD - G330 STANE AND REGIETRATION FEES Signature Properties
Voucher o Heaa Code Cneque Groes
550 cote Son Name Cneque Totai D=
00 Name wet Amouns Signature validity is UNKNOWHN.
SoasconaT 3sa0z 020200 E k- Signing Time: 2020/07/14 16:20:55 +05'30' Nenime A 5
275 0330021020200 20723 Inf AR Amt o
sy pieo.  vores Tms67s Al w1 A o
Dghradun DDO Name Reason: Uttarakhand B At H
Sy Dept mec Amt o
Denmacn Location: Dehradun 3 At o
WA REA Amt o
Sally Total @2UL2020) w0535 54 I gy STy enice Amt o
20723 1 s amt o
euginel, | The document has not been modified since this signature was applied. i .
s am: o
The certifier has specified that Form Fill-in, Signing and Commenting are Dept mec Amt o
allowed for this document. No other changes are permitted. 42t A o
o : . ’ MLA HEA Amt o
e s e The signer's identity is unknewn because it has expired or is not yet valid. = o
20723 Inf AR At o
7mm67s Al Signing time is from the clock on the signer's computer. nr1 ame o
eatn Am: o
Signature was validated as of the signing time: prept Rec Amt e
2020/07/14 16:20:55 +05'30° e °
WA HEA Amt o
Signer Info
There were errors building the path from the signer's certificate te an issuer
Prepared By:.__ certificate.
Signaturs
b Revocation checking was not performed.
Show Signer's Certificate...
Advanced Properties... Validate Signature Close

Fig-27

5. On clicking show signers certificate another pop-up window starts appearing on the
screen as shown in the image below. Click on ok button that is provided on the window.

Certificate Vi

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
Treasury : D100-Dehradun the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a b 10-43:2:
trust anchor.

MAJOR HEAD - 0030-STAMP AND REGISTRATION FEES Show all certification paths found
Hiead code

omacher Cheque [ Otmar Dot
550 coae SonMame. Gneque o
200 soae = o /1% MUKESH SINGH RAWAT|  Summary Details Revocation Trust  Policies  Legal Netice
Boostonat 930021030200 . . . o
= DI3C0TICI0I00 This certificate is not trusted. °
Tressury:piDo - vates o
e oeL Trust Settings °
prisy
suny Ormcer e o
Sereagan o
3¢ sign documents or data pt o
Tty Total (B2 IUL2030] o
o
3¢ Certify documents o
o
3¢  Execute dynamic content that is embedded in a certified F :
decument
ot o
iomT Tot= [©030) o
x® Execute high pi g pts that are ina o
certified document o
o
3¢ Perform privileged system operations (netwerking, i 2
printing, file access, etc.
e o
Add to Trusted Certificates...
Praparas By:. .
Signature
< >

i The selected certificate has errors: Mot time valid

The path validation checks were done as of the signing time:
2020/07/14 16:20:55 +05'30'

oK

Fig-28
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6. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Click on ok button that is provided on the window.

| Certificate Viewer = |

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
Treasury : 0100-Dehradun the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a b 10-43:28
trust anchor.

MAJOR HEAD :: 0030-STAMP AND REGISTRATION FEES Show all certification paths found
cnequs omar ot
cneae /Iy MUKESH SINGH RAWAT|  Summary Details Revocation Trust  Policies Legal Notice
This certificate is not trusted B

o
o

Trust Settings o

- o

o

Sign documents or data m 2

Sty 7ot (4-0L-2020) o
o

o

o

If you change the trust settings, you will need to revalidate any signatures to see the m °

change. °

me o

o Yot (0030 Trusting certificates directly from a decument is usually unwise. Are you sure you °
want to do this? :

o

m o

o

me o

[ Add to husted Certifhentes... |

Fraparad By ...
‘Signature.

< >

The selected certificate has errors: Not time valid

The path validation checks were done as of the signing time:
2020/07/14 16:20:55 +05'30"

oK

Fig-29

7. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Select all the certified document like we have done and can be
seen in the image. After selecting all the certified document. Click on ok button that is
provided on the window.

Import Contact Settinas T T
Certificate Details
Subject:  MUKESH SIMNGH RAMWLAT
Issuer: Test C-DAC Ca
Usage: Sign transaction. Sign document

Expiraticn: TA1A,2020 11:24:48

Trust

A certificate used to sign a docurment Mmust either be designated as a trust anchor or
chain up to a trust anchor in order for signature wvalidation to succeed. Rewvocation
checking is not performed on or abowe a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds. trust this certificate for
~1] Signed docurments or data
Certified docurnents
Dy namic content
Embedded high privileges JawvaScript

Z;lcvj:leged systern operations (networking, printing, file access,

Help [ oK Cancel

Fig-30
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8. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Click on validate signature button that is provided on the window.

WValidity unk
Treasury : 0100-Dehradun INTEGRATED T, G T OF UTTARAKHAND EE“‘!! Py Se plagebip Same) 10:43:2
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR 444 H =t
WAIOR FHEAD - 0030-STAMP AND REGISTRATION FEES Signature Properties
Voucher No. Head e Gross Otner Dat_
500 code Sensame Cheque Total Det
DDO Name nat Amount Signature validity is UNKNOWN
Soastonat 030021020200 E=r k= I Signing Time: 2020/07/14 16:20:55 +05'30" [Venicie Am o
= 0030021020200 20723 nf rms At o
Imaeyiges  woen 783675 AT Ame o
S BB rame Reason: Uttarakhand Pearn Am o
s Dept Rec Am o
Sehracin Location: Dehradun L2t Am o
WA HEA At o
Dally Total (94-JUL-2020) s093%0 54 Validity Summary [Vehicie At o
20723 Inf HRR At o
zenere Al The document has not been modified since this signature was applied. . o
beakh At o
The certifier has specified that Form Fill-in, Signing and Commenting are Dept Rec Amt o
allowed for this document. No other changes are permitted. Ja1 Ame o
has A At o
omE 7ok [©030) S0e9% = The signer's identity is unknown because it has expired or is net yet valid. fericie Amt 0
20723 In HRR At o
783575 Signing time is from the clock on the signer's computer. AT Am o
reearn am: o
Signature was validated as of the signing time: j‘::’::f“"" :
2020/07/14 16:20:55 +~05'30"
haLA HEA At o
Signer Info
There were errors building the path from the signer's certificate to an issuer
Prepared By:. certificate.
-
gnstrs Revocation checking was not performed.
Show Signer's Certificate...
Advanced Properties... Validate Signature Close

Fig-31

9. On clicking validate signature we can see on the same document now at the top do the
page signature valid starts appearing along with question mark is changed to right sign
also details related to sign is update as can be seen in the image below.

Signature val
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND Dty Spukn
VITTIYA HIYAM SANGRAH KHAND PANGH(2) PRASTAR-444 Locasior: Delvad
PRAPATRA SANKHYA 47 = VYAY POSTING PANJIKA-KHA) = Jul-2020 N0 el T 14 i

MAJOR HEAD : 0030-STAMF AND REGISTRATION FEES

Voucher No. Head Code Ghieque Gross Gis GFF Loans Interest Income TaxhPs Works Transter Ofner Det.
00O Code Sch.Name Cheque Total Dad.
DDO Name Net Amount
Date = 04-JUL-2020
B00300001 030021020200 819336 Savings T Class IV 0 HEA 0 HEA 0incomeTax 20723 Rayalty 0 Venice Amt ]
275 0030021020200 20723 Insurance 0 classin 0 HER 0 HER 0 NPS AME [ Royaty Minss 0 HRR Amt 0
Treasury:D100-  Vatea 7e3675 Al 0 ms 0 Motor Amt  Motor Amt 0 Labour Amt 0 ATIAm ]
Dgfradin DDO Name Juages 0 carLoan 0 carAmt o Ex Duty Amt D Haatth Amt o
Cycie Loan 0 Cycie amt 0 Stap Duty Amt 0 Dept Rec Am 0
Dehradn MLA Ay 0 MLA AmE ] Tasting 0 Jall Amt ]
Charges
415 HEA 0 IS HEA 0 MLA HEA Amt 0
Dally Total (04-UL-2020) - 309328 Savinge 0 Class IV 0 HEA 0 HEA 0incomeTac 20723 Royalty 0 Venicie Amt 0
20733 Insurancs 0 classin 0 HER 0 HBR 0 NP3 Amt U Royalty Minas 0 HRR Amt 0
TBAETS AIS 0 ms 0 Motor Amt  Motor Amt 0 Latour Amt 0 RTIAM 0
Junges 1 carioan 0 caramt 0 Ex Duty Amt 0 Hzam Amt 0
Cyce Loan 0 Cyce Amt 0 Stap Dury Amt 0 Dept Rec AmL 0
LA Ay Q MLA AmE 0 Testng 0 Jal Amt 0
cnangEs
15 HEA 0 AIS HER 0 MLA HEA A 0
Month Tota (0030) 1 809338 Savings T Class IV 0 HEA 0 HEA 0 lncomeTax 20723 Rayally T Venice Amt 0
20723 Insurance 0 classin 0 HER 0 HER 0 NP AML [ Royaty Mines 0 HRR AMt 0
784675 AlS M3 0 Motor Amt  Motor Amt 0 Labour Amt 0 RTIAM ]
Junges 1 carLoan  caramt 0 Ex Duty Amt 0 Heath Amt 0
Cycie Loan 0 Cyse Amt 0 Stap Duty Amt 0 Dept Rec Amt 0
MLA A 0 MLA Amt 0 Testng 0 Jal Amt ]
Charges
A5 HEA IS HEA 0 MLA HEA Amt 0

Checked By Signature Of The Treasury Cfficer...
Signature Treasury Officar

Fig-32
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4.4.2 RD Services based Authentiction

Let us learn how officers can E-Sign the document:

Execution steps for E-sign: Install Morpho Sensor RD services—> E-sign the document—>
Validate Signature

4.4.2.1 Installation of RD services
What is RD service?

The Registered Device (RD) Service keeps security at the forefront by allowing secure
registration of all devices without storing any data on the device. It provides three key
additional features compared to public devices:

1. Device identification - every device has a unique identifier allowing traceability,
secure analytics and fraud management.

2. Eliminating use of stored biometrics - biometric data is captured on the device using
the provider key for security. The Registered Device (RD) Service of the device provider
forms an encrypted PID block before returning to the host application to eliminate all
chances of data breach.

3. Certified Registration- RD Service enables secure and certified registration of the
device with UIDAI (Aadhaar). Our service encapsulates biometric capture, any user
experience while capture (such as preview), signing in and encryption of biometrics all
within it.

RD Service provides UIDAI certification to the device and provides end to end security at all
steps from signing in, biometric capture (user preview) and encryption of data for a streamlined
registration process.

Note: For one to continue E-signing of the document using biometric it is mandatory to have
Morpho biometric fingerprint sensor device along with RD services installed in his/her
system. One cannot continue without getting it installed first.

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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Let us learn from where one can install RD Services:

1. Connect the Morpho biometric fingerprint sensor device to your system and go
to https://www.rdserviceonline.com/ , on doing so user is directed to the home
page that is attached below,

B ]

IDEMIA ( MORPHO )

TN

MSO 1300 €3

Fig-33

2. At the top of the home page in header few options are provided where we can
see ‘DOWNLOADS’ menu. Click on downloads menu as a result drop down list of
menu for various system appears on the screen, as can be seen in the image
attached below;

= y . @m Service
@
Our Support number has chiy only all us on our new toll free number - 080

- Our Support number has changed. Please call us on our new toll free number - 0806-936-8000 for RD s MENTIY TSI MR 4 support

wanunss | oowmonos I
[ryrr—

806-9 D

Windows
(https/localhost)

Windows

Biome v/ (https/127.00.1)

]
\Register your MSO 1300 de
N RENEW RD SERVICE

APP-RD
N Compatibility List

IDEMIA ( MORPHO )

ity of RD Service )

CHECK VALIDITY %

MS0 1300 £3

Directorate Treasuries, Pension and Entitlement
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3. From the drop-down list of menu select Windows (https/127.0.0.1), on clicking
downloading will start and one can install the service.

Q,  Search downloads

Today
WindowsRDServiceV2.0.1.46_HTTPs-127.0.0.1_865d2eba-ed2a-4c5c-ab1b-cc07f6al ¥
472d (1).zip
@ https://cdn.shopify.com/s/files/1/2363/5731 /files/WindowsRDServiceV2.0.1.46_HT...

Show in folder

Fig-35

4. Open the downloaded file, two files will appear as can be seen in the image
attached below. Using WindowsRDService-HTTPs-127.0.0.1 install the
application. Once the application is installed restart the system.

13 v A + ThisPC » Downloads » WindowsRDServiceV2.0.1.60 HTTPs-127.0.0.1zip » WindowsRDServiceV2.0.1.60_HTTPs-127.0.0.1
 Quick access Name : Type Compressed size Password .. Size Ratio Date modified
I Desktop * @MorphoRDServiceTestPage-WZ]’.ﬁ.O.H. Chrome HTML Document KB No 6KB T3% 2021209 PM
JOownicads ¢ 5 WindoushDSenice KT 12200... Apglcation 9305K8 No 9809K8 6% 10/21/2022 1233 M
Documents L
[&] Pictures *
Fig-36
5. In order to check whether the RD services has been successfully installed click
on the MorphoRDServiceTestPage-127.0.0.1 file attached below;
e
MName Date modified Type Size
e MorphoRDServiceTestPage-127.0.0.1 23-02-2022 12:58 Microsoft Edge H... B KB
ﬁ! WindowsRD5ervice_HTTPs-127.0.0.1 23-02-2022 12:58 Application 9,871 KB

Fig-37
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Uttarakhand

5.1 0n doing so user is directed to the page attached below;

O [3 MorphoRDServiceTestPage-127. X | 4

C O File | CyUsers/Administrator/Downloads/WindowsRDServiceV2.0.1.46_HTTPs-127.0.0.1_865d2eba-ed2a-4c5c-ab1b-cc07f6a1472%20(1)/ Wind owsRDServiceV2.0.1.46_HTTPs-127.0.0.1/MorphoRDServiceTestPage-127.0.0.1.html

MORPHO RD TEST_PAGE

Fig-38
5.2 click on 1st menu i.e., RD services on doing so pop-up message appears on
the screen as can be seen in the image attached below. In this message
status of RD service appears as READY which means that the services have
been installed successfully. If in case status is not ready one need to install
again.
This page says
<RDService status="READY" infu:"MuvphmjDﬁSem(E“>
;{\:;:;f:“e/\:d: CAPTURE' palh: '/127.0.0.1:11100
<Interface id="DEVICEINFO" path="/127.0.0.1:11100
etDevicelnfo” /=
ig/RDSEWicez !
Fig-39
5.3 Other than these two more options are provided i.e., device info and
capture.
e Devicelnfo: Provides information of the device as can be seen in the
image attached below;
This page says
<Devicelnfo dpid="Morpho.SmartChip* ¢
RDSevice |
Capture |

Fig-40
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e Capture: Provides information that the Morpho device connected to
the system is being rightfully captured or not.

This page says

Captured Successfully

Fig-41

Case 2: If in case RD service device is not successfully installed
On selecting first menu i.e., RDService message of READY will not appear, in that case

follow below mentioned steps.
1. In chrome browser at URL type chrome://flags, as a result below attached page
will appear on the screen.

€ 5 ¢ (& owome | FomEliEE

Q, Search flags Reset all

Experiments 111.0.5563.148

WARNING: EXPERIMENTAL FEATURES AHEAD! By enabling these features, you could lose browser data or
compromise your security or privacy. Enabled features apply to all users of this browser. If you are an enterprise
admin you should not be using these flags in production.

Interested in cool new Chrome features? Try our beta channel.

Available Unavailable

Temporarily unexpire M109 flags.

Temporarily unexpire flags that expired as of M109. These flags will be removed soon. -
Mac, Windows, Linux, Chrome0S, Android, Fuchsia, Lacros
#emporary-unexpire-flags-m109

Default v

Temporarily unexpire M110 flags.
Temporarily unexpire flags that expired as of M110. These flags will be removed soon. - Default .,
Mac, Windows, Linux, Chrome0S, Android, Fuchsia, Lacros

#temporary-unexpire-flags-m110

Override software rendering list

QOverrides the built-in software rendering list and enables GPU-acceleration on unsupported

. . . Disabled v
system configurations. - Mac, Windows, Linux, ChromeQS, Android, Fuchsia, Lacros

#ignore-gpu-blocklist

Fig-42
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2. In search flag kindly search invalid as can be seen in the image attached below;
the very first option that is “Allow invalid certificates for resource loaded from
localhost” is disabled as of now, kindly enable it from drop down menu.

€« C @ Cheome | chrome://Mlags Q @

Q invalid (%] Reset all

Experiments 111.0.5563.148

Available Unavailable

Allow invalid certificates for resources loaded from localhost.

Allows requests to localhost over HTTPS even when an invalid certificate is presented. - Disabled o
Mac, Windows, Linux, ChromeOS, Android, Fuchsia, Lacros "

Disabled
#allow-insecure-localhost Enabled

Fake audio capture timestamps
Emulates audio capture timestamps instead of using timestamps from the actual audio

device. Can be used as a temporary workaround in situations where the selected audio Default v

device generates invalid timestamp sequences. - Windows
#fake-audio-capture-timestamps

Use Sync standalone invalidations
If enabled, Sync will use standalone invalidations instead of topic based invalidations

(Wallet and Offer data types are enabled by a dedicated flag). - Mac, Windows, Linux, Default v

ChromeOS, Android, Fuchsia, Lacros
#sync-standalone-invalidations

Fig-43

3. Make the changes and as per the instructions relaunch.

& C & Chrome | chome://flags ae v 0@
Q, invalid [x] Reset all
Experiments 111.0.5563.148
Available Unavailable
® Allow invalid certi for loaded from
Allows requests to localhost over HTTPS even when an invalid certificate is presented. - Enabled -
Mac, Windows, Linux, Chrome0s, Android, Fuchsia, Lacros

#allow-insecure-localhost

Fake audio capture timestamps

Emulates audio capture timestamps instead of using timestamps from the actual audio

device. Can be used as a temporary workaround in situations where the selected audio Default v
device generates invalid timestamp sequences. - Windows -
#ake-audio-capture-timestamps

Use Sync standalone invalidations

If enabled, Sync will use standalone invalidations instead of topic based invalidation:

(Wallet and Offer data types are enabled by a dedicated flag). — Mac, Windows, Linux, Default v
Chrome0S, Android, Fuchsia, Lacros -

#sync-standalone-invalidations

Your changes will take effect the next time you relaunch Chrome. m

Fig-44
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4.4.2.2 E-sign
Taking an example of e-signing PPO treasury level
Note: For E-signing the PPO at officer level it is mandatory to approve PPO from other
two levels i.e., operator and supervisor otherwise the option of E-signing will not appear
at officer levels.
e Initial step is to approve PPO at operator and supervisor level (pension-> pension

sanction (sanction treasury) — PPO approval)

1. At the officer end officer is given the power to e-sign the document. User can access
PPO E-sign option at the officer end of sanction treasury as shown in the image below
(Pension-> Pension Sanction-> PPO E-sign).

HOME  SUPPORT ~  GPF ~  BILLS PASSING ~  PAYROLL ~  PENSION ~  E-PAYMENTS ~  ACCOUNTS ~  UPDATION ~  MASTERS ~

PPO Approval
PPO E-Sign
Pre-2016

Transactions pending as on Transactions passed on

Revise PPO Approval

Pension Master (Admin)

wIRv . All withdrawal distribul  PPO Return Wt
employees who are related to their Installation are concernea with the
NP,

WIRVEA. All W istribution officers have to be informed that
through hele transfer aption in IF MS.

d that the budget option at the

O8H level

£6. All withdraw ficers have to be apprised that

randate no. 132/200

Fig-45

2. User is directed to the page attached below which consist of document that needs to be
signed. Click on the select button provided on the page.

5.No. | Case Type Emp Code Batchid Name DDO Code Designation Pension Category Select
1 PENSION 0400386 UK/13/31052020/34825 Mr Laxman Singh 2238 Block Extension Officer co1 Select
2. PENSION 261544837325 UK/13/31012019/34811 Mr jagdish chandra pandey 9503 TECHNICAL GRADE-1 co3 Select
3. PENSION 401819287747 UK/13/30112019/34824 Mr HARPAL SINGH 9303 TECHNICAL GRADE-1 co3 Select
4. PENSION 585735040135 UK/13/31052020/34822 Mr NARENDRA CHAND 9303 TECHNICAL GRADE-2 (LINE MAN}) co3 select
5. PENSION 743558642825 UK/13/31032020/34812 Mr R P chaudhary 9503 OFFICE ASSISTANT-II co3 Select
6. PENSION 984065376720 UK/13/31052020/34823 Mr GOVIND ballabh Joshi 9303 TECHNICAL GRADE-2 [LINE MAN) co3 Select

Fig-46

3. On clicking select button user is directed to the page attached below which consist of
various option like view PPO, Proceed to E-signh and back. Here we will click on Proceed
to E-sign button.

PPO ESign

Emp Code 0400386 Emp Name Mr Laxman Singh
PPO NG UK/13/31052020/34825
Remarks: E-Sign Status: File not signed Yet.

View PPO Proceed to E-Sign

E-Signing Requests

S.No. Batch ID Requested By |S|atus ‘Reference D Download Signed File

Fig-47
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4. On clicking proceed to E-Sign button user is directed to next page where user has to
enter employee code fill in all the required fields, select OTP or biometric, now here
we will opt biometric by clicking on the radio button as can be seen in the image below
and also, click on the declaration and finally after filling all the fields click on proceed
button provided at the bottom of the page as can be seen.

HOME  NYPROFLE v SUPPORT+ GPFw  BIISPASSNG + PAVROLL~ PENSION+ EPAYMENTS»  ACCOUNTSw UPDATION+  RECEPT+ NIASTERS+ PLA+

Digtaly Sign Documents - eHastakshar
Empoyes Code: 50055 Employee Name M Nesty Brandari

15105734

Ty Haridwar v| Latth[0Transaction D RO2JK/3)
Authenticaton Mode : (o WBiametric <=

eyt v o objcion i e i B b tencfion st eonsttoprviing oy st e O T P TPt for o bsed i, ndean e e TP i o
authenicaon shal e usedonfy o authensicating my ety hrough he Aadhaar Authentication system and o obningmy e-YC though Aachaar e4VC senvc ol For the purpose ofeiping

Nt Adhr Virual I (VIO is mndatory o E-Signing proces. Yo wil e reirecteto an exemalURL for aachaar authentieion

Clckher o download i

Progeed

Fig-48

5. On clicking proceed button user is directed to next page that is attached below, here
user has to select Aadhar Number out of the other 3 radio button.
Note: for E-signing the document user must have morpho biometric finger print
sensor device and installed RD services.

bl

«-ﬁm = Digital India
Ministry of Electronics and Power To Empower

Information Technology
Government of Incia.

You are currently using C-DAC eSign Service and have been redirected from
@ﬁaslékséa_{l:l/
C-DAC's eSign Service

Aadhaar Based e-Authentication

View Document Information
@® Aadhaar Number O Virtual ID O UID Token
B | Enter Your Aadaar Number E2

Get Virtual ID

4J | Discover Biometric device

... [

Fig-49
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Enter Aadhar number and click on discover biometric device shown in the image Fig-49.

On clicking discover biometric device button the name of morpho device connected to
the system reflects as can be seen in the image attached below, like in our case name

of our device is ‘Morpho_RD_Service’.

1 Digital India
Ministry of Electronics and Power To Empower
tion Technology

You are currently using C-DAC eSign Service and have been redirected from

@Hastékshar&/‘
(C-DAC's eSign Service

Aadhaar Based e-Authentication

View Document Information

@ Aadhaar Number O Virtual ID O UID Token

o= &
Get Virtual ID

4 Morpho_RD_Service

Capture l Cancel ‘

Fig-50

After the device is discovered click on capture button shown in the image Fig-50 and

place your finger on Morpho biometric fingerprint sensor device for capturing finger
print. As soon as the match is successful, message is displayed on the screen as can be

seen in the image attached below;

p— @ Digital India
Ministry of Electronics and Power To Empower
toraton Tesoectogy
Govermeramt ot

You are currently using C-DAC eSign Service and have been redirected from
@IHastEksé\'qr( =
G-DAC's eSign Service
Aadhaar Based e-Authentication
View Document Information
® Aadhaar Number O Virual ID O UID Token
== B *»
Get Virtual ID
< Morpho_RD_Service
[ 1 nereby state that | have no objection in authenticating myself with Azdhaar based authentication system and consent to provide
my Aadhaar number/VID/UID Token and Biometric data for Azdhaar based authentication. | understand that the Biometric data |

provide for authentication shall be used only for authenticating my identity through the Aadhaar Authentication system and for
obtaining my e-KYC through Azdhaar e-KYC service only for the purpose of esigning

P Lisien to Consent English »
Capture successful. Kindly submit your biometric data.

Fig-51
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After the message of success is received one can continue by clicking on submit button
provided at the bottom of the page. As a result user is directed back to the IFMS/ CTS
page, where we can see that message of “File signed successfully” is displayed on the
screen with the green color and a row is added at the bottom of the page with the detail
related to document along with download button for downloading the document. Click
on download button provided on the screen.

Emp Code TA353B642825 £mp Name Mes rp cheudhary
PRONO UK/13/31032020/34108
Remarks E5ign Status: Fill Signed Successiully,
=
ESigning Requests
SMo. Batch 1D Requested By et Reference 1D Download Signed File
1 |UK/13/31032020/34108 000 Successfully Signed ESHURXXC202007:0017 Download
Fig-52
9. On clicking download button user is able to view the PPO that was digitally signed

earlier. As we can see that at the top of the document it is written signature not verified
thus the next step is to validate signature, in order to validate signature kindly refer to
4.4.1.3 Validate Signature

Signature erified
.. Digitally signed by.' Jagatygingh Chauhan
/0’\\ Reason : E-Approval
f I Fms Location: Directorate asury. Pension and
W Entithernant Uttarakha reasury
Sy Uttarakhand Date and Time: 15-07. 0 10:50:40
R T

Directorate of Treasury, Pension and Entitement Uttarakhand

Pension/Gratuity/Pension Commutation/Family Pension Payment Order Forwarding Letter
In favour of Mrs r p chaudhary, OFFICE ASSISTANT-II, Uttarakhand Power Corporation Ltd - Kumaon Zone
To
CTOfSr.TO/TO
Nainital, Nainital

Letter No. !
Sir
Please Find Enclosed here with pension paper of Mrs r p chaudhary OFFICE ASSISTANT-
11,743558642825 Retired/Death on 31-03-2020 00:00:00

Pension/Family Pension
Pension/Family Pension Pension/Family Pension Related with Rate of pension/Family
Order no. pension/Family pension pension
Mrs r p chaudhary Self Pension before

Commutation 46,500

Pension after
commutation 46,500

Family Pension to be paid after death of Pensioner to Mrs RAJNI CHAUDHARY or 04-MAR-2027 Rs. 46500
Relief there after Rs. 27900 to be paid Mrs RAJNI CHAUDHARY

2 Claimant (Gratuity) Name of Gratuity Relation with Payments
Claimant Pension/Family Pension
Mrs r p chaudhary Self Total Rs. 17.95,365

Provisional Graduity Rs 0
Withheld amount Rs 0
MNet amount Rs 17,895,365

Amount -
Met amount Rs Seventeen Lacs Ni Five Thousand Three Hundred Five On
3 F n Comr n  Commutation amount Reduced rate of Commencement date of
due to reduced pension
Total Rs. - - Commutation payments

date or After three month
of issued Payment order,
whichever is Earlier

MNet amount Rs. -

D D [NHE =T

Fig-53

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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E- Sign User Manual %\IF’“S

10. After the document is e-signed by sanction treasury, user needs to continue with
generating GRD number at the payment treasury for that kindly refer to treasury user
manual-> Pension module-> Generating GRD number at treasury.

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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